] UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tu do - Hanh phuc

S61171 /STTTT-BCVTCNTT Lai Chau, ngay /7 thang 6 ndam 2024
V/v Canh bao nhom APT “Mustang Panda”

thuc hién chién dich tan cong nham vao
Viét Nam.

Kinh gtri:
- Cac S¢, Ban, Nganh tinh;
- UBND céc huyén, thanh pho.

Trong qua trinh giam sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang qudc gia (NCSC), thudc Cuc An toan thong
tin, B Thong tin va Truyén thong, d phat hién va ghi nhan cac thong tin lién
quan dén chién dich tan cong mang nham vao Viét Nam dugc thuc hién boi nhoém
tan cong APT “Mustang Panda”. Chién dich tan cong lan nay ctia nhoém Mustang
Panda sir dung cac mdi nhir xoay quanh linh vuc gido duc va thué, 4p dung nhiéu
g6c tiép can, loi dung cac cong cu nhu “forfiles.exe” dé thyc thi file doc hai duoc
luu & may chu C&C.

Ngoai ra, nhom nay con st dung PowerShell, VBScript va céc file batch
trong chién dich tdn cong. Muyc tiéu ma nhom hudng t6i 1a cac to chire chinh phi,
t6 chtrc phi loi nhuan, to chirc gido duc,...

(Thdng tin chi tiét xem tai Phu luc kém theo)

Nhim dam bao an toan thong tin cho hé théng thong tin cua cac co quan,
don vi, gop phan bao dam an toan cho khong gian mang Viét Nam, S& Théng tin
va Truyén thong dé nghi Quy co quan quan tam trién khai, thuc hién mot sb noi
dung nhu sau:

1. Kiém tra, ra soat h¢ thong thong tin dang sir dung c6 kha ning bi anh
huong bai chién dich tan cong trén. Cha dong theo ddi cac thong tin lién quan dén
dén chién dich nham thyc hién ngan chin nham tranh nguy co bi tan cong.

2. Tang cudng gidm sat va sin sang phuong an xi 1y khi phat hién c6
d4u hiéu bi khai thac, tin cong mang; déng tho1 thuong xuyén theo doi kénh canh
béo clia cic co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat

hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can thiét co thé lién hé dau mdi hd trg cia Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang quéc gia, dién thoai:
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02432091616, thur dién tir: ais@mic.gov.vn hoic Phong Buu chinh - Vién thong
- Cong ngh¢ thong tin, s6 dién thoai: 02133.798.798.

Trén déy la canh bao nhoém APT “Mustang Panda” thuc hi¢n chién dich tan
cong nham vao Viét Nam, S& Thong tin va Truyén théng kinh dé& nghi Quy co
quan quan tam thuc hién./.

Noi nhgn: GIAM POC

- Nhu trén;
-Luu: VT, BCVTCNTT.

Nguyen Minh Hi¢u


mailto:ais@mic.gov.vn
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Phu luc )
THONG TIN CHI TIET VE MA POC
(Kém theo Cong vin sé ISTTTT-BCVTCNTT ngay /12024
ciia 86 Thong tin va Truyén théng)

1. Théng tin chi tiét vé chién dich tin cong ciia nhém APT “Mustang

Panda”

Gan day, da phat hién va ghi nhan cac hanh vi tan cong trai phép trén khong
gian mang ctia nhom tin cong Mustang Panda trong chién dich nham vao tb chirc
tai Viét Nam. Chién dich tin cong lan nay cia nhom Mustang Panda stir dung cac
moi nhir xoay quanh linh vuc gido duc va thué, ap dung nhiéu goc tiép can. Muc
tiéu ma nhom hudng téi la céac t6 chirc chinh phu, td chirc phi 191 nhuan, td chire
gido duc,...

Hai chién dich tin cong duoc ghi nhan vao thang 05 va thang 04 nim 2024
nham t6i Viét Nam da sir dung file vin ban c6 nodi dung lién quan téi co quan thué
va t0 chire gido dyc. Ca hai chién dich déu c6 diém chung 1a bat nguodn tir cac
email Itra dao c6 dinh kém file ddc hai.

Chién dich c6 nhiéu giai doan phtrc tap, khai thic cic cong cu nhu
“forfiles.exe” dé thuc thi file HTA doc hai luu trén may chu tr xa. Ngoai ra,
Mustang Panda con str dung PowerShell, VBScript va batch file trong chién dich.
Pé tranh bi phat hién, nhom ddi tuong da nhung céac file vin ban nay vao cac
file .LNK ddc hai. Chién dich str dung k¥ thuat DLL sideloading véi rundll32 dé
thuc thi DLL dc hai trén hé thong.

Cdc don vi ¢6 thé tdi xuéng cac ma 10C tai https://alert.khonggianmang.vn/

Du6i day 1a mdt s6 IoC dwogc ghi nhan

47eb43acdd342d3975000f650cf656d9f0f75

9780d85160806d6b9a70fLbe46 SHA256 LNK File

9375h508e981ed792742f1f3b831ea664719

16261e0d3cd61e60645251ba7df7 SHA256 | LNKFile

cd10f98c2dbcc0c8fe3f0ed19efb1b2340f67b SHA256 HPCustPartUl.dll
1138a55b0bh8d1e3dfbh985df51

bce44453835ce96e49046ff618749a9533¢29

0504¢3d7559b3a63969h9f3ef13 SHA256 | wwlib.dll
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53963ddbac84200367374b28f62 SHA256 | Book.dll
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413a3c05bc6282271184b872198e F_update.hta
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6c37afb8957b3d4ace065e1d95 SHA256 | tempdata.dat
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10969a18ad6b6b561744cd3875 SHAZ56 | initixt
968b3de170038522deae02b9b96c45cfc6ase

70fa0ddfaf29320d0d0d36aabfa SHA256 | getdatapsl
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Vanban_8647.PDF _update.hta URL Download URL
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hxxp://mega.vivivivi[.]Jsite/\Vanban_8647.P URL Download URL
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hxxp://vibm[.]Jvn/init.txt URL Download URL
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hxxp://megacybernews[.]Jcom/stage2.2.ps1 | URL Download URL
hxxp://megacybernews[.]Jcom/checkin.php | URL Download URL
hxxp://megacybernews[.]Jcom/book.dll URL Download URL
hxxp://megacybernews|[.]Jcom/unikey.exe URL Download URL
hxxp://megacybernews|.]Jcom/wwlib.dll URL Download URL
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2. Tai liéu tham khao

https://cyble.com/blog/vietnamese-entities-targeted-by-china-linked-
mustang-panda-in-cyber-espionage/
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