UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tu do - Hanh phuc

S61040 /STTTT-BCVTCNTT Lai Chau, ngay 03 thang 6 nam 2024
Vv Canh bao chién dich tan cong
str dung ma doc RAT dé thuc hién
hanh vi trai phép.
- Cac S¢, Ban, Nganh tinh;
- UBND céac huyén, thanh pho.

Trong qua trinh giam sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang quéc gia (NCSC), thudc Cuc An toan thong
tin - B6 Thong tin va Truyén thong, da phat hién va ghi nhan cic thong tin lién
quan dén cac chién dich tan cong mang st dung ma ddc dé thuc hién céc hanh vi
trai phép.

Cu thé, 15 héng an toan thong tin trén Foxit PDF Reader da dugc xac dinh la
dang bi khai thac bdi cac d6i tuong tin cong dé lan truyén ma doc. Pong thoi Cuc
An toan thong tin cling ghi nhan thong tin vé mot chién dich tan cong do nhém
Earth Hundun thuc hién trong nam 2024, trong dé s dung ma doc RAT dé tién

hanh cac chudi tan cong va lan truyén ma doc vao cac thiét bi khac.
(Thong tin chi tiet xem tai Phu luc kém theo)

Nham dam bdo an toan thong tin cho hé thong thong tin cta cac co quan,
don vi, gop phan bao dam an toan cho khong gian mang Viét Nam, S& Théng tin
va Truyén thong dé nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat hé thong thong tin dang sir dung c6 kha ning bi anh huong
bai mi doc trén. Cha dong theo ddi cac thong tin lién quan dén ma doc tir hang
nham thuc hién nang cap 1én phién ban mai nhat dé tranh nguy co bi tin cong.

2. Tang cudng giam sat va san sang phuong an xu ly khi phat hién cé
dau hiéu bi khai thac, tan cong mang; dong thoi thuong xuyén theo doi kénh canh
béo clia cic co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét c6 thé lién hé dau méi hd trg ciia Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang qudc gia, dién thoai:
02432091616, thu dién tir: ais@mic.gov.vn hoidc Phong Buu chinh - Vién thong
- Cong nghé thong tin, sd dién thoai: 02133.798.798.
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Trén déy la canh bao chién dich tin cong str dung mi doc RAT dé thuc hién hanh
vi tréi phép, S¢ Thong tin va Truyén thdng kinh d& nghi Quy co quan quan tdm
thuc hién./.
Noi nhgn: GIAM POC

- Nhu trén;
-Luu: VT, BCVTCNTT.
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Phu luc )
THONG TIN CHI TIET VE MA POC
(Kém theo Cong vin sé ISTTTT-BCVTCNTT ngay | 12024 ciia
S¢ Théng tin va Truyén thong)

1. Thong tin chi tiét vé 16 hong an toan thong tin trén Foxit PDF Reader

Gan day, da phat hién hanh vi sir dung file PDF nham khai thac 16 hong trén
phén mém Foxit Reader khién nguoi dung thyce thi cac cau 1énh doc hai trén thiét
bi ciia minh. Hién 16 hong dang duoc khai thac bai nhiéu nhom tin cong trong

moi truong thuc té.

Qua qua trinh phén tich, cac chuyén gia biao mat di phat hién nhiéu chung
ma ddc, cong cu doc hai duoc sir dung trong chudi 1y nhiém nhu: VenomRAT,
Agent-Tesla, Remcos, NJRAT, NanoCore RAT, Pony, Xworm, AsyncRAT va
DCRat.

L hong trén phan mém Foxit PDF Reader da bi khai thac boi nhiéu nhom
tan cong khac nhau véi diém chung 1a ma doc dugc phat tan dudi dang cac file
PDF doc hai. Mot s6 chién dich dang chu ¥ ¢o thé ké t6i 1a:

- Nhom tin cong APT-C-35 (DoNot Team) sir dung ma doc Rafel RAT dé
thu thap va tai vé may chu C&C céc file tai li¢u, anh, file nén va file co s& dir ligu.

- Mot s6 dbi tuong tan cong chua xac dinh da phat tan céac file PDF doc hai
thong qua mang xi hoi Facebook, img dung Discord nham phat tin ma doc RAT
danh cap dir lidu cookies, thong tin xac thuc ctia ngudi dung trén trinh duyét
Google Chrome va Edge, cting véi ma doc dao tién 4o.

- Chién dich sir dung nén tang Trello 1am noi luu trit & phat tin ma doc
Remcos RAT nham vao ngudi dung tai Viét Nam, Han Qudc ciing mét s6 qudc
gia khac.

Cdc don vi ¢6 thé tai xuéng cac ma 10OC tai https.//alert.khonggianmang.vn/

2. Thong tin chi tiét vé chién dich tin cong ciia nhém Earth Hundun

Nhom tan cong APT Earth Hundun nham vao khu vuc Chau A Thai Binh
Duong st dung mi doc Waterbear va bién thé moi nhat Deuterbear. Ma doc
Deuterbear lan dau duoc ghi nhan sir dung vao thang 10/2022.

Ma dgc Deuterbear RAT da duogc cai thién kha nidng bé‘mg cach thu gon lai

chi con 20 cau 1énh, c6 kha nidng nhan nhiéu plugin hon dé cai thién tinh linh


https://alert.khonggianmang.vn/

dong, bd sung cac chirc nang cho phép diéu khién thiét bi ngudi dung dé hon.

Céc don vi ¢6 thé tdi xuéng cac ma 10C tai https.//alert.khonggianmang.vn/
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3. Tai liéu tham khao

https://research.checkpoint.com/2024/foxit-pdf-flawed-design-exploitation/

https://www.trendmicro.com/en us/research/24/e/earth-hundun-2.html
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