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S6:668 /QD-BTTTT Ha No¢i, ngay 26 thang 04 nam 2024

QUYET PINH
Ban hanh K& hoach hanh ddng trién khai thuc hién
Chién lwgc An toan, An ninh mang qudc gia, chit ddng ng pho voi
cac thach thire tir khong gian mang dén nim 2025, tAm nhin 2030

BO TRUONG BQ THONG TIN VA TRUYEN THONG

Can cir Nghi dinh sé 48/2022/NP-CP ngay 26 thang 7 nam 2022 ciia Chinh
phii quy dinh chirc ndng, nhiém vu, quyén han va co cdu té chire ciia B6 Théng
tin va Truyén théng;

Cén cir Quyét dinh s6 964/0P-TTg ngay 10 thing 8 niam 2022 ciia Thii tudng
Chinh phii phé duyét Chién lwoc An toan, An ninh mang quéc gia, chii dong iing
phé véi cdc thach thire tir khéng gian mang dén nam 2025, tam nhin 2030;

Can cir Quyét dinh s6 566/QP-BTTTT ngay 06 thang 4 nam 2023 ciia Bé
trwong B6 Théng tin va Truyén théng ban hanh Ké hoach hanh déng trién khai
thuee hién Chién lwoc An toan, An ninh mang quéc gia, chii dong ing phé véi cdc
thach thirc tir khéng gian mang dén nam 2025, tam nhin 2030;

Can cir Quyét dinh s6 200/0D-BTTTT ngay 17 thang 02 nam 2023 ciia BS
triong Bo Thong tin va Truyén théng ban hanh Quy dinh vé viéc quan 1y thuc thi
chién lugc phdt trién cdc linh viee Thong tin va Truyén théng dwegc ban hanh giai
doan 2020 - 2025, dinh hwdng dén ndam 2030;

Theo dé nghi cua Cuc truong Cuc An toan thong tin.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Ké hoach hanh dong trién khai
thue hién Chién lugc An toan, An ninh mang qudc gia, chu dong tmg phé véi cac
thach thuc tir khong gian mang dén nam 2025, tim nhin 2030.

Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh ké tir ngdy ky ban hanh va thay
thé Quyét dinh s6 566/QD-BTTTT ngay 06 thang 4 ndm 2023 cia Bo truong Bo
Thong tin va Truyén thong ban hanh K& hoach hanh dong trién khai thyc hién
Chién lugc An toan, An ninh mang qudc gia, chii dong tmg pho véi cac thach thic
tir khong gian mang dén nam 2025, tam nhin 2030.
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Piéu 3. Chanh Vin phong, Cuc trudng Cuc An toan thong tin, Thu trudng
cac co quan, don vi thuéc Bo Thong tin va Truyén théng va Thu trudng cac co
quan, don vi c6 lién quan chiu trach nhiém thi hanh Quy¢t dinh nay./.

Noi nhgn: KT. BQ TRUONG
- Nhu Diéu 3; THU TRUONG
- B6 trudng (dé b/c);

- Cac Thur trudng;

- Céng TTDT cua B§; cac co quan, don vi thudc Bo;

- C4c bd, co quan ngang bg, co quan thuoc Chinh phu;
- UBND cac tinh, thanh phé tryc thude Trung wong;

- Pbon vi chuyén trach CNTT/ATTT cua cac b, co quan
ngang bo, co quan thugc Chinh phu;

- S& TT&TT céc tinh, thanh phd truc thuoe TW;

- Cac doanh nghiép ha ting sb, nén tang sd, an toan
thong tin mang;

- Hiép hoi An toan thong tin Viét Nam;

- Luu: VT, CATTT.qQHPT (5b).
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KE HOACH
Hanh dong trlén khai Chién lugc
An toan, An ninh mang quéc gia, chu dong wng pho voi
cac thach thire tir khong gian mang dén nim 2025, tam nhin 2030
(Ban hanh kém theo Quyét dinh s6 668/0P-BTTTT ngay 26/4/2024
ciia Bé treong B Théng tin va Truyén théng)

I. MUC PiCH, YEU CAU
1. Muc dich

- T6 chure trién khai ¢6 hiéu qua cac nhiém vu duogc giao tai Quyét dinh sb
964/QD-TTg ngay 10 thang 8 nam 2022 cua Thu tudéng Chinh phu phé duyét
Chién lugc An toan, An ninh mang qudc gia, chii dong (mg pho véi cac thach thic
tir khong gian mang dén nam 2025, tim nhin 2030 (sau day goi tat 1a Chién lugc).

- X4c dinh nhiém vy va giao cho cac don vi cu thé; thyuc hién tét vai tro cua
B Thong tin va Truyén thong trong chu tri, huéng dan, dleu phéi trién khai
Chlen luge nham nang cao ning luc an toan, an ninh mang quéc gia, hién thuc
hoa tam nhin dua Viét Nam tro thanh cudng qudc vé an toan thong tin mang.

2. Yéu ciu

- Bao dam trién khai kip thoi, dong b, khoa hoc va hi¢u qua cac nhiém vu
ctia BO Thong tin va Truyén thong va cic co quan, t6 chirc doanh nghiép lién quan
dugc giao tai Chién luoc.

- Xac dinh 10 cac cong viéc, phan cong trach nhiém thyc hién cu thé; chu
dong giai quyét kip thoi nhitng khé khin, vuéng méc trong qua trinh thuc hién
dam bao hoan thanh cac nhiém vu dé ra.

- Céac nhiém vu dugc xac dinh cé trong tam, 19 trinh thuc hi€n ddm béo tinh
kha thi. Phan cong trach nhiém theo dung chic nang, nhi€ém vu cia cac don vi;
dam bao sy phdi hop chat ché, hiéu qua, kip thoi giita cac don vi trong trién khai
thuc hién nhiém vu.

I1. CHI TIEU CHIEN LUQC THEO NAM

Két qua | Ké hoach | Muc tiéu

TT NOi dung chi tiéu 2023 2024 2025

Duy tri thtr hang vé Chi sd an toan, an 25
1 | ninh mang theo dé}nh’gié cﬁ,a Lién | (xép hang 25-30 25-30
minh Vién thong quoc t€ (Chi s6 GCI). | nam 2020)




Két qua | Ké hoach | Muc tiéu

TT NOi dung chi tieu 2023 2024 2025

Ty 1€ nguodi st dung Internet c6 co hoi
tiép can hoat dong nang cao nhan thirc,
k¥ nang va cong cu bado dam an toan,
an ninh mang.

53% 70% 80%

S6 luong san pham, dich vu an toan
thong tin trong diém, chiém linh thi
truong trong nudc, c6 kha nang canh
tranh qudc té.

02 03 04-05

Téc d6 tang truong doanh thu thi
4 | truong an toan thong tin mang hang 28% 20-30% 20-30%
nam.

I11. TRIEN KHAI NHIEM VU TRONG TAM THUC HIEN TRONG
NAM 2024 VA PHAN CONG NHIEM VU GIAI POAN 2024 - 2025
(Chi tiét nhiém vu tai Phu luc I, 11 kém theo)
IV. NGUON KINH PHi THUC HIEN
Nguén kinh phi thuc h‘ién Ké hoach nay (déi vO1 nhiém vu do cac don vi
thudc Bo Thong tin va Truyén thong chu tri) do Ngan sadch nha nudc ddm bao.
V.TO CHUC THUC HIEN

1. Cuc An toan thong tin chu tri, cqc') trach nhiém theo doi, don déc cac co
quan, don vi, doanh nghiép lién quan trién khai K& hoach nay.

2. Dinh ky hang nam, cac don vi xay dung bao cao tinh hinh thue hién cac
nhiém vy, gui vé Cuc An toan thong tin trude ngay 05 thang 12 dé tong hop, bao
cdo B0 truong hodc bao cao dot xuat theo chi dao cia Lanh dao BJ.

3. VuKé hog}ch - Tai chinh can ddi, bé tri ngan sach thuc hién cac nhi¢ém vu
dugc giao theo K¢ hoach.

4. Céc co quan, td chirc, doanh nghi¢p lién quan duoc giao nhiém vu tai Ké
hoach trién khai cac nhi¢m vu theo dung ké hoach, 16 trinh, ddm bao chat lugng,
hiéu qua./.

BOQ THONG TIN VA TRUYEN THONG
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Phu luc |
NHIEM VU TRONG TAM NAM 2024 TRIEN KHAI CHIEN LUQC AN TOAN, AN NINH MANG
QUOC GIA, CHU PONG UNG PHO VOI CAC THACH THUC TU KHONG GIAN MANG
PEN NAM 2025, TAM NHIN 2030
(Kém theo Quyér dinh s6 668/OD-BTTTT ngay 26/4/2024
cua Bé trirong Bé Thong tin va Truyén thong)

I. NHIEM VU BQ THONG TIN VA TRUYEN THONG THUC HIEN

TT Nhiém vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thyce hién nam 2024 danh gia’ | hoan thanh
(néu cd)

1 | Xy dung va trién khai Nén tang Quan Iy va | Cuc An toan thong tin | Hoan thanh xay (1) Théng 6/2024
phat hién, canh bao sém rti ro an toan thong tin dung

2 | Xay dyng va trién khai Nén tang Déanh gia | Cuc An toan thong tin | Hoan thanh xay (1) Théng 7/2024
murc do trudng thanh do1 img ctru su co dung

3 | Xéy dung va trién khai Nén tang H trg dién | Cuc An toan théng tin | Hoan thanh  xay (1) Thang 9/2024
tap thuc chién dung

4 | Xay dung va trién khai Nén tang Két ndi | Cuc An toan thong tin | Hoan thanh xay (1) Théang 12/2024
Internet an toan (SafeNet) dung

5 | Thic ddy s dung cic nén tang bao dam an | Cuc An toan thong tin | Cac nén tang duogc (1) Thuong xuyén
toan thong tin mang do Cuc An toan thong tin thuc day su dung
phat trién (Thuc day, ho trg cac bg, nganh, dia
phuong st dung 03 Nén tang quoc gia dung
chung dé€ quan ly nha nudc va thyc thi phap
luat, giam sat, do luong hoat dong bdo dadm an

1 Cot Chi tiéu danh gia (néu c6) 1a cac nhiém vu twong tmg nham thyc hién cac Chi tiéu duge néu & muc Chi tiéu Chién luoc theo nam tai phan dau cua Ké hoach.
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TT Nhi€m vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thue hién nim 2024 danh gia' | hoan thanh
(néu co)
toan thong tin mang la: (1) Néq tang Ho tro
quan ly bao dam an toan h¢ thong thong tin
theo cép do; (2) Nén tang HJ trg diéu ph01
{mg ctru su ¢b; (3) Nén tang Ho tro diéu tra sd).
6 | To chiic danh gia mirc d¢ truong thanh cia doi | Cuc An toan thong tin | Panh gia va cong (1) Thang 12/2024
ung clru sy cO bo
7 | Xay dyng Vin ban Huéng dan danh gia mac | Cyc Antoan thong tin | Ban hanh hudng Théng 6/2024
do trudng thanh doi g ctru su co dan
8 | Phat hanh va huong dﬁrl cac co quan don vi stt | Cuc An toan thong tin | SO tay duoc phat Thuong xuyén
dung “S6 tay Hudng dan bao dam an toan hé hanh
thong thong tin theo cap do”
9 | Van ban Hudng dan bao dam an toan thong tin | Cuc An toan thong tin Ban hanh Hudng Thang 5/2024
cap bg, tinh dan
10 | T6 chirc Chién dich Nang cao nhén thire cho | Cuc An toan thong tin | Chién dich dugc 0 | (1) (2) | Thang 12/2024
nguoi dan vé an toan thong tin mang chuc
11 | T6 chac Chién dich 1am sach ma doc trén | Cuc An toan thong tin | Chién dich duoc to | (1) (2) | Thang 11/2024
khong gian mang 2024 chuc
12 | T6 chuc Dién tap thuc chién qudc gia vé an | Cuc An toan thong tin | Cac cudc Dién tap (1) Théang 11/2024
toan thdng tin duogc to chuc
13 | Tham gia céc cude Dién tap An toan thong tin | Cuc An toan thong tin | Cac hoat  dong (1) Quy 1-1Vv/2024
quoc t€¢ (APCERT, ASEAN - Nhat Ban, duogc trién khai
ACID,...)
14 | Giam sat, canh béo, diéu phdi, img ctru su ¢6 | Cuc An toan théng tin (1) Thuong xuyén




)

TT Nhiém vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thue hién nim 2024 danh gial | hoan thanh
(néu co)

an toan thong tin mang qudc gia

15 | Giam sat, bao dam an toan thong tin cho cac | Cuc An toan thong tin (1) Thuong xuyén
hé thong dung chung B Thong tin va Truyén
théng

16 | HO6 tro duy tri, van hanh hé thong SOC va t6 | Cuc An toan thong tin | Khéa dao tao (1) Théng 7/2024
chtrc dao tao an toan thong tin mang cho Lao

17 | DBao tao chuyén séu cho doi ngli chuyén gia an | Cuc An toan thong tin | Khoa dao tao dugc (1) (2) Théng 9/2024
toan thong tin cta cac bg, nganh, dia phuong to chu

18 | Xay dyng Chuong trinh ddo tao tryc tuyén vé | Cuc An toan thong tin | Khéa ddo tao trén (2) Thang 10/2024
an toan thong tin co ban cho co quan nha nude MOOC
v€ an toan thong tin

19 | Xay dyng Chuong trinh ddo tao truc tuyén vé | Cuc An toan thong tin | Khéa dao tao trén (2) Théang 10/2024
an toan thong tin co ban cho nguoi dan MOOC

20 | T chirc Hoi nghi tang cuong lién két va phat | Cuc An toan thong tin | Hoi nghi duogc t6 (1) Quy 11-1Vv/2024
trién mang ludi chuyén gia an toan thong tin chuc
Viét Nam nam 2024.
- Dia diém: Thanh phd Pa Néng.
- Pbi tuong: Chuyén gia an toan thong tin
trong nudc va quoc t€ (nguoi Viét).
- Thoi gian: 01 ngay.
- S6 luong: du kién 100 nguoi.
- Hinh thte: Truc tiép.

21 | T chirc boi dudng, tap huan nang cao ning | Cuc An toan thong tin | Cac 16p boi dudng, (1) Quy I1-1\Vv/2024

lyc vé bao dam an toan thong tin cho doi ngii

tap hudn duoc to
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TT

Nhiém vu, gidi phap

Pon vi trién khai
thuc hién

Két qua trong
nam 2024

Chi tiéu
danh gial
(néu co)

Thoi gian
hoan thanh

nhan luc tuyén co sO cua cac Bg, nganh, dia
phuong.

- S lwong: 35 16p bdi dudng, tap huan.

- D6i twong: Nguoi 1am vé cong nghé thong
tin, an toan thong tin tai cac co quan, t chre,
don vi cua cac by, nganh, dia phuong.

- Thoi gian va s6 lugng hoc vién: 40 nguoi/02
ngay/16p.

- Pia diém: mién Bic, mién Trung, mién Nam.

chirc

22

T6 chirc cdc doan cong tac hudng dan, kiém
tra hoat dong triép khai Chién lugc An toan,
An ninh mang qudc gia, chu dong tmg pho voi
cac thach thire tir khong gian mang dén nam
2025, tam nhin 2030.

- S6 luwong: 03 doan cong tac.

- S6 luwong ngudi mdi doan: 05 ngudi.

- Thoi gian mdi doan: 03 ngay.

- bia diém: mién Bic, mién Trung, mién Nam.

Cuc An toan thong tin

Céc doan cong tac
duoc to churc

Quy 11-1V/2024

23

T6 chitc Cudc thi Sinh vién véi an toan thong tin

Cuc An toan thong tin

Cuodc thi dugc to
chuc

(2)

Théang 11/2024

24

T6 chtic Cudc thi Hoc sinh véi an toan thong
tin

Cuc An toan thong tin

Cudc thi dugc to
chuc

(2)

Théang 11/2024

25

T6 chuc danh gia san pham, dich vy an toan
thong tin chat luong cao

Cuc An toan thong tin

Danh gid va cong
bo

(3) 4)

Théang 11/2024




TT Nhi€m vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thye hién nam 2024 danh gia’ | hoan thanh
(néu co)

26 | T6 chuc Su kién Vietnam Security Summit | Cuc An toan théng tin | Sy kién (3) (4) Théng 8/2024
2024

27 | T6 chtrc Hoi thao va Trién 1dm Ngdy An toan | Cuc An toan théng tin | Hoi thao va trién| (3) (4) | Thang 12/2024
thong tin Viét Nam 2024 l&m

28 | Xay dung cac tiéu chuan k¥ thudt qudc gia vé | Cuc An toan théng tin | Tiéu chuan sang Bo (1) Thang 12/2024
an toan théng tin KHCN

29 | Thic dy phét trién Hé sinh thai tin nhiém | Cuc An toan thong tin | Hé sinh thai dugc (1) Thuong xuyén
mang phat trién

30 | Hudng dan, dén doc cong tac bao dam an toan | Cuc An toan thong tin | Huéng dan, don (1) Thuong xuyén
h¢ thong thong tin theo cap do doc trién khai

31 | Trién khai Pé an “Tuyén truyén, nang cao | Cyc An toan thong tin | Cac nhiém vu dugc (2) Quy 1-1Vv/2024
nhan thic va phd bién kién thirc vé& an toan trién khai
thong tin giai doan 2021 - 2025”

32 | Trién khai B¢ an “Pao tao va phat trién nguon | Cuc An toan théng tin Cac nhiém vu dugc (2) Quy I-1V/2024
nhan lyc an toan thong tin giai doan 2021 - 2025 trién khai

33 | Trién khai Chuong trinh Bao vé va hd tro tré | Cuc An toan thong tin Cac nhiém vu dugce (2) Quy I-1V/2024
em tuong tac lanh manh, sdng tao trén moi trién khai
truong mang giai doan 2021 - 2025

34 | Nghién ctru kinh nghiém quéc té xdy dung va | Cuc An toan thong tin | Bao cdo chuyén dé Quy 11-1V/2024

trién khai Chién lugc, ké hoach vé bao dam an
toan thong tin cua cac quoc gia trén thé gidi va
rat ra bai hoc kinh nghiém cho Vié¢t Nam
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quy dinh vé cong nhan t6 chirc cung cap dich
vu ching thuc chir ky dién tr nudc ngoai;
cong nhan chir ky dién tr, chung thu chir ky
dién t&r nudc ngoai

trinh ban hanh

TT Nhiém vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thue hién nim 2024 danh gia' | hoan thanh
(néu co)

35 Triér} khai c;ic nhiém vu da duoc giao tai | Cuc An toan thong tin Theo K& hoach
Quy¢t dinh s6 180/QD-BTTTT ngay 16 thang da duogc duyét
2 nam 2024 cua B¢ truong B Thong tin va
Truyén thong

36 |Dinh ky thong ké cong tac tich hop tinh ning NEAC Théng ké dinh ky Trudc ngay 28
ky s6 vao cac cong Dich vu cong cua thang cuoi

Quy

37 | Xay dung Nghi dinh quy dinh vé chit ky dién NEAC Nghi dinh duogc (1) Théng 5/2024
t va dich vu tin cay trinh Chinh phu

38 | Xay dung Thong tu cia Bo truéng Bo TTTT NEAC Thong tu duoc (1) Thang 5/2024

I1. HUONG DAN VE NHIEM VU TRONG TAM CAC CO QUAN CHUYEN TRACH CNTT/ATTT THAM MUU
VA TO CHUC TRIEN KHAI CHIEN LUQC TAI CAC BQ, CO QUAN NGANG BQ, CO QUAN THUQC CHiNH PHU
VA UBND CAC TINH, THANH PHO TRUC THUQC TRUNG UONG

phu

cac Quyét dinh, Chi thi ciia Tha tuéng chinh

CNTT/ATTT cua cac
bd, co quan ngang bd, co

hanh va td6 chuc
trién khai

TT Nhi€m vu, giai phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thuc hién nam 2024 danh gia hoan thanh
(néu co)
1 | Hoan thanh viéc ban hanh K& hoach trién khai | - Pon vi chuyén trach K& hoach duoc ban Quy 1-1Vv/2024
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TT Nhiém vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thuc hién nam 2024 danh gia hoan thanh
(néu c6)
quan thuoc Chinh phu.
- Cac SO TT&TT.

2 | Tap trung ra soat, hoan thanh viéc phén loai, | - Pon vi chuyén trach | - Hoan thanh vi¢c (1) - Thang 9/2024
xac dinh va phé duyét dé xuat cép do va tr,ién CNTT/ATTT cua céc | phén loai, xac din}} - Thang 12/2024
khai phuong 4n bao dam an toan hé thong | bo, co quan ngang bd,co | va phé duyét dé
thong tin theo cap do cho cac hé thong thong tin quan thugc Chinh phu. xuat cip do an toan
(theo Chi thj so6 09/CT-TTg ngay 23/02/2024 | _ C4c S& TT&TT. doi v6i 100% HTTT
cta Thu tuéng Chinh phu). dang van hanh.

- Trién khai dy du
phuong an bao dam
an toan hé thong
thong tin theo cap
do cho 100% h¢
thong thoéng tin
dang van hanh.

3 | Duy tri va nang cao hiéu qua cong tac baodam | - Pon vi chuyén trach | M6 hinh “4 l6p” (1) Thuong xuyén
an toan thong tin theo mo hinh “4 16p” CNTT/ATTT cua céc | dugc duy tri, ning

bd, co quan ngang bd, co | Cao
quan thuoc Chinh phu.
- Cac SO TT&TT.
4 | Trién khai kiém tra tuan thi quy dinh ciia phap | - Pon vi chuyén trach | Cac  hoat  dong Quy I-1\V/2024

luat vé an toan thong tin mang

CNTT/ATTT cua cac
bd, co quan ngang bo, co
quan thuoc Chinh phu.

kiém tra tuan thu
duoc to churc
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TT Nhiém vu, gidi phap Pon vi trién khai Két qua trong Chi tiéu Thoi gian
thuc hién nam 2024 danh gia hoan thanh
(néu c6)
-Cac S6 TT&TT.
5 | T6 chirc Dién tap thuc chién an toan thong tin | - Pon vi chuyén trach | Cac cudc Dién tap (1) Quy 1-1Vv/2024
mang CNTT/ATTT cua céc | thuc chién dugc to
b0, co quan ngang bo, co | chire
quan thudc Chinh phu.
- Cac SO TT&TT.
6 |Pay manh cac hoat /dong tuyén truyen nang | - Pon vi chuyén trach | Cac  hoat dong | Chitiéu (2) | Quy I-1V/2024
cao nhan thirc va pho bién k¥ ning vé an toan | CNTT/ATTT ctia cac | tuyén truyén duoc
thong tin bd, co quan ngang b, | trién khai
co quan thudc Chinh
phu.
- Cac SO TT&TT.
7 | Lya chon va t0 chirc dao tao, phat trién nguon | - Don vi chuyén trach | Cac hoat dong dao (1) Quy I-1Vv/2024

nhan lyc an toan thong tin tir tuyén co so.

- Xéc dinh phén, phan cong, bé tri cu thé can
bo chuyén trach/kiém nhiém an toan thong tin
tai cac don vi chuyén trach CNTT/ATTT va
cd cac don vi khong chuyén trach
CNTT/ATTT.

- bam bao 100% cén by chuyén trach/kiém
nhiém vé an toan thong tin dugc dinh ky tham
gia cac khoa ddo tao, boi dudng k¥ thuat vé an
toan théng tin.

CNTT/ATTT cua céc
by, co quan ngang bo,
co quan thudc Chinh
phu.

- Cac SO TT&TT.

tao duogc to chirc
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Phu luc Il

' ] PHAN CONG NHIEM VU TRIEN KHAI o ] ,
CHIEN LUGC AN TOAN, AN NINH MANG QUOC GIA, CHU PONG UNG PHO VOI CAC THACH THUC
TU KHONG GIAN MANG DEN NAM 2025, TAM NHIN 2030 GIAI POAN 2024 - 2025

(Kém theo Quyét dinh s6 668/0P-BTTTT ngay 26/4/2024

ciia Bé truong Bé Théng tin va Truyén théng)

I. THEO CHUC NANG, NHIEM VU PUQC GIAO TRIEN KHAI CAC NHIEM VU GIAO CHUNG CHO CAC BO,
NGANH, PIA PHUONG TAI CHIEN LUQC

STT Noi dung thue hién Don vi chu tri Pon vi phoi hop Thoi gian
thuc hién

1 | Théng nhat nhan thirc tir trung wong téi dia phuong vébaodam | Cuc An toan thong tin Cac don vi thuoc Bo Thuong
an toan, an ninh mang la trach nhiém cua ca h¢ thong chinh tri, Xuyén
trong d6 Ban Chi dao An toan, An ninh mang quoc gia diéu
pho’1 chung su phdi hop giira 4 Ire luong (cac Bo: Cong an,

Quoc phong, Thong tin va Truyén thong va Ban Tuyén giao
Trung vong).

2 | Thuong xuyén phd bién, quan tri¢t chu truong cua Pang, chinh Cac don vi thuoc Bo Thuong
sach, phap luat cua Nha nudc vé an toan, an ninh mang, coi day Xuyeén
la nhiém vu quan trong cua hé thong chinh tri.

3 Nﬁng cao nhan thl'g:c, tr,éch nhié:m cua cac cép uy dang, chinh Cac don vi thuéc Bo Thuong
quyén, Mat tran T6 qudc, céac td chuc chinh tri - xa hoi, ngudi Xuyeén

dan, doanh nghi¢p trong cong tac bao dam an toan, an ninh
mang. Nguoi dimg dau cap uy truc tiép 1anh dao, chi dao va
chiu trach nhiém vé cong tac an toan, an ninh mang, chu dong
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STT NoOi dung thue hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién
ra soat, xac dinh rd nhiing van dé trong tam, trong diém dé chi
dao thuc hién hi€u qua.

4 | Phat huy su tham gia c6 hiéu qua ciia quan chung nhan dan | Cuc An toan théng tin | Cac don vi lién quan Thuong
trong cong tac bao ddm an toan, an ninh mang va chu dong img Xuyeén
pho véi cac nguy co, thach thuc tir khong gian mang.

5 | Phoi hop bao vé chii quyén qudc gia trén khong gian mang theo | Cuc An toan théng tin | - Cuc Viédn thong. 2024-2025
chtrc nang, nhiém vu dugc giao. - VNNIC.

Céac don vi lién quan.

6 Bao dam an toan, an ninh mang trong qué} trinh lya chon, trién Cac don vi thudc Bo Cuc An toan thong tin | Thuong
khai cac dich vy, cong ngh¢ cho co so ha tang khong gian mang Xuyeén
quoc gia; uu tién st dung san pham an toan, an ninh mang Viét
Nam.

7 | Bao dam an toan, an ninh mang trong qua trinh thiét ké, xay Cac don vi thuoc Bo Cuc An toan thong tin |  Thuong
dung, van hanh, khai thac co s ha tang khong gian mang quéc Xuyeén
gia.

8 | Nang cao trach nhiém tu bao vé hé thong thong tin thudc pham Cac don vi thuoc Bo Cuc An toan thong tin |  Thuong
vi quan 1y. Gan trach nhiém cua ngudi dimg dau co quan chu Xuyeén
quan hé théng thong tin voi trach nhiém bao dam an toan, an
ninh mang.

9 | Xay dyng, cap nhat, van hanh h¢ théng thong tin theo tiéu Cac don vi thuoc Bo Cuc An toan thong tin |  Thuong
chuan, quy chudn k¥ thuat vé an toan, an ninh mang. Xuyeén

10 | Xac dinh cap do va }rach nhlerr} bao dam an toan hé théng Cac don vi thuéc Bo Cuc An toan thong tin | Thuong
thong tin theo tung cap do va trién khai mé hinh bao vé 4 16p Xuyeén

trudce khi dua vao s dung.
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STT NoOi dung thue hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién

11 | Chu dong giam sat, kip thoi phat hién nguy co mét an toan, an Céac don vi thuoc Bo Cuc An toan thong tin | Thuong
ninh mang trong qua trinh thi cong, lap dat thiét bi trong cac hé Xuyén
thong thong tin. Uu tién st dung san pham, giai phap an toan,
an ninh mang Make in Viet Nam.

12 | Pau tu qguén luc, thuong xuyén nang cép hé théng, cap nhat Cac don vi thuéc Bo Cuc An toan thong tin | 2024-2025
ban quyén, nang cao nhan thirc va ky nang an toan, an ninh
mang cho can bg, cong chirc, vién chirc va nguoi lao dong.

13 | Toi thiéu 1 ndm/1 lan o chuc dién tap, huéng dén, kiém tra, | Cuc Antoan thdng tin | Céc don vi thugc Bo | Hang ndm
ung pho va ing ctru su ¢o an toan, an ninh mang.

14 | Ra soat, 1ap ho so dé nghi dua cac hé thong thong tin trong y,éu, Cuc An toan thong tin | Céc don vi lién quan | 2024-2025
phu hop v6i quy dinh cta phap luat vao Danh muc h¢ thong
thong tin quan trong vé€ an ninh quoc gia.

15 | Giam sat, canh bao som cac hanh vi vi pham phap luat trén | Cuyc An toan thong tin Céac don vi lién quan Thuong
khong gian mang d6i véi co sé ha ting khong gian mang quéc Xuyén
gia.

16 | Bao dam an toan, an ninh mang cho qua trinh trién khai Chinh | Cuc An toan thong tin Cac don vi lién quan Thuong
phu dién tr, chuyén doi so. Xuyeén

17 | Xay dung chinh séch, phap luat vé bao vé dif liéu nham bao vé | Cuc An toan thong tin | - Vu Phap ché. 2024-2025
quyén va loi ich hgp phap cua to6 chure, ¢4 nhan, dic biét 1a dir - Cuc Chuyén ddi sé
liéu quan trong quodc gia theo chirc nang, nhiém vu dugc giao. qué.c gia.

18 | Thiic day phét trién cac Trung tAm dif li¢u dat tiéu chuan qudc Cuyc Vién thong - Cyc An toan théng | 2024-2025
té tai Viét Nam va thuc day céc to chuc, ca nhan thué dich vu tin.

cua cac Trung tam dir liéu nay.

- Cuc Chuyén doi s
quoc gia.
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STT NoOi dung thue hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién

19 | Hudng dan, don dbc, giam sat viec t6 chtre trién khai bao dam | Cuc Antoan thong tin | Cac don vi lién quan | 2024-2025
an toan thong tin mang theo cap do cho céac co s¢ dit li€u quoc
gia va co s¢ dit liéu quan trong cua cac nganh, linh vuc theo
chtrc nang, nhiém vu duoc giao.

20 | Chia sé thong tin vé nguy co, riii ro an toan thong tin mang cho| Cuc An toan thong tin Thuong
cht quan hé théng thong tin thude 11 linh vuc quan trong can Xuyeén
uu tién bao dam an toan thong tin mang.

21 | Thuc hién gidm sat, canh bdo sém dé bao vé h¢ théng thong tin |  Cuc An toan théng tin | Cac don vi lién quan | Thuong
cua cac co quan Pang, Nha nudc. Xuyeén

22 | Chi dao cac co quan thong tan, béo chi tuyén truyén vé Chién lugc Cuc Bao chi Cuc An toan thong tin | 2024-2025

1. TRIEN KHAI CAC NHIEM VU GIAO RIENG CHO BQ THONG TIN VA TRUYEN THONG
STT Noi dung thue hién Don vi chu tri Pon vi phoi hop Thoi gian
thue hién

1 | Xay dung, hoan thién chinh sach, phéap luét vé an toan thong | Cuc Antoanthongtin | - Thanh tra Bo. 2024-2025
tin mang, nhat 1a cac ché tai xtr Iy vi pham phap luat vé an toan - Vu Phap ché.
thong tin mang. '

2 | Nghién ctru, ra sodt, dé xuat xay dung, stra d6i, bo sung vin |  Cuc Antoanthdng tin | - VVu Phép ché. 2024-2025

ban quy pham phép luat va vin ban hudng din thi hanh vé bao
dam an toan thong tin mang cho giao dich dién tr, chuyén doi
sb, ha tﬁng sb, nén tang s6, dir liéu sd, bao vé thong tin ca nhan
trén mang.

- Thanh tra Bo.

- Cuc Vién thong.

- Cuc Chuyén doi s6
quoc gia.

- NEAC.

- Cac don vi lién quan.
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STT Noi dung thyuc hién Pon vi chu tri Pon vi phoi hop Thoi gian
thue hién
3 | Nghién ctru, ra soat, d& xuat xay dung, sira doi, bo sung van |  Cac don vitheo phan | Cac don vi lién quan | 2024-2025
ban quy pham phéap luat va van ban hudng dan thi hanh vé giao cong
dich di¢n tur.
4 | Ban hanh tiéu chuan, quy chuan ky thuat va tiéu chi ky thuat | VuKhoahocva Congngh¢ | - Cuc An toan thong | 2024-2025
vé an toan thong tin mang d6i véi ha tang, dich vy dién toan tin.
dam may, thiét bi 5G va thiét bi Internet két ndi van vat (IoT). - Cyc Vién théng.
5 | Panh gia, cong bd cac doanh nghiép cung cap dich vu diéntoan | Cuc An toan thong tin | - Cac don vi lién Thuong
dam may dap tng ti€u chi an toan thong tin mang. quan Xuyeén
6 | Chi dao, kiém tra, danh gia cac doanh nghiép ha tﬁng s6 thuc | Cuc An toan théng tin | - Cuc Vién théng. 2024-2025
thi trach nhiém va sor ménh bao dam an toan thong tin mang - Céc don vi lién quan.
quoc gia. '
7 Chi dao, ki’ém tra, danh gia cac doanh nghi¢p cung cép dichvu| Cuc An toan thong tin Céac don vi lién quan | 2024-2025
nén tang so thuc thj trach nhiém va st ménh bao dam an toan
thong tin mang quoc gia.
8 | Phat trién va duy tri Nén tang diéu hanh, chi huy an toan thong | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025

tin mang tap trung vdi cac yéu cau:

- C6 nang luc tiép nhan va phan tich dit liéu 16n tir hon 100
trung tim diéu hanh an toan thong tin mang (SOC) cua cac b9,
nganh, dia phuong, cic doanh nghiép ha tang s, cac t6 chirc
nudc ngoai.

- C6 nang lyc du bao, canh bdo sdm céc nguy co, rui ro trén
khong gian mang Viét Nam, cac 16 hong bao mat trén dién
rong, 16 lot dir 1iéu nghiém trong gitp cac co quan, t6 chirc,
doanh nghiép Viét Nam ngan chan kip thoi cac cudc tin cong
mang, giam thiét hai trén dién rong.
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STT Noi dung thwe hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién
C6 nang lyc diéu hanh, chi huy va giam sat tuan thu an toan
thong tin mang 24/7 trén pham vi toan qudc.

9 | Thuc hién thu thap, tong hop, phan tich dit liéu luu lugng truy | Cyc An toan thong tin | - Cyc Vién théng. Thuong
cap Internet trén moi truong mang Viét Nam nham phat hién - VNNIC. Xuyeén
ce_lcgdauﬂhle_:u, nguy co dé du bao sém, kip thoi ngan chan hanh Cc don vi lién quan.

vl tan cong mang.

10 | Phat trién hé théng tén mién Internet (DNS) qudc gia an toan VNNIC - Cuc Vién thong. 2024-2025
sin sang cho 5G, IoT, IPv6, img dung cac cong nghe, tiéu - Cuc An toan thdng
chuan bao dam an toan cho h¢ thong tén mién Internet qudc gia tin.

“‘Vn”‘

11 | T chure cac Chién dich ra quét, xtr Iy boc g& ma doc trén toan |  Cuc An toan thong tin Cac don vi lién quan | Hang nam
quoc.

12 | Trién khai Nén tang dién toan ddm may Chinh phu thong nhéat | Cuc Chuyén d6i s6 quc | - Cuc An toan thong | 2024-2030
trén co s& quy hoach, két ndéi ddm may cia cac co quan nha gia tin.
nudc tai cac by, nganh, dia phuong. - Céc don vi lién quan.

13 Phét,trié’n Nén tang ra quét 16 hong bao mat nham phong ngira | Cuc An toan théng tin | Cac don vi lién quan | 2024-2025
su cO0 mat an toan thong tin mang cho cac tng dung Chinh phu
dién tr cua cac bd, nganh, dia phuong.

14 | Phat trién Nén tang dao tao, sat hach truc tuyén kién thirc, k§ | Cuc An toan théng tin | Cac don vi lién quan | 2024-2025
nang an toan thong tin co ban cho nguoi st dung.

15 | Phét trién Phong thir nghiém mé phong, tai hién sw ¢6 an toan | Cuc An toan théng tin | Cac don vi lién quan | 2024-2025
thong tin mang.

16 | Panh gi4 va gan nhan tin nhiém mang doi v6i website. Cuc An toan thong tin | Cac don vi lién quan | Thuong

Xuyeén
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STT Noi dung thwe hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién

17 | T6 chirc danh gia, xép hang murc d6 an toan thong tin ciia cic | Cuc An toan thong tin | Cac don vj lién quan | Hang nam
co quan, t6 chirc, doanh nghi¢p nha nudc va cac t6 chue, doanh
nghiép hoat dong trong cac linh vuc quan trong can uu tién bao
dam an toan thong tin mang.

18 | Phat trién Mang ludi Gmg ctru su ¢b an toan thong tin mang | Cuc An toan thong tin Cac don vi lién quan Thuong
quoc gia nham di€u phoi kip thoi, phoi hop dong b, hic¢u qua Xuyeén
cac luc lugng dé bado dam an toan thong tin mang, tip trung
vao 11 linh vuc quan trong can uu ti€n bado ddm an toan thong
tin mang (CERT Iinh vyc).

19 | Hudng dan, d6n déc, kiém tra cong tac bao dam an toan thong | Cuc An toan thong tin Thuong
tin mang va tng ctru sy ¢6 doi vdi cac hé thong thong tin thudc Xuyeén
11 linh vyc quan trong can uu tién bdo ddm an toan thong tin
mang (trir cac hé thong thong tin thudc pham vi quan 1y cua Bo
Cong an, B6 Quoc phong).

20 | Phét trién céc hé thong k§ thuat khac phuc vu bao dam an toan | Cuc An toan thong tin | Céc don vi lién quan | 2024-2025
thong tin mang quoc gia, bao dam an toan thong tin cho qua
trinh chuyen do6i s6 qubc gia, phat trién Chinh pha s, kinh té
56, xa hoi so.

21 | Thuc day phat trién tmg dung (app) Internet an toan nham bao | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
v€ nguoi dan trén moi trudng mang.

22 | Phét trién Umg dung (app) tuyén truyén, ning cao nhan thirc va | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
pho bién kién thirc vé an toan thong tin cho ngudi sir dung.

23 | Phat trién Nén tang hd trg bao vé tré em trén méi truong mang. |  Cuc An toan théng tin | Cac don vi lién quan | 2024-2025

24 | Huéng dan to chirc, ca nhan thay doi théi quen, hanh vi trén | Cuc An toan théng tin | Cac don vi lién quan Thuong
moi truong mang theo cac chuan muc an toan. Xuyén
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STT Noi dung thwe hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién

25 | Cung cap cho t0 chtrc, ¢4 nhan thong tin, canh bao, giai ddp | Cuc An toan thong tin Thuong
thic miac vé an toan thong tin mang tai dia chi Xuyeén
https://khonggianmang.vn; hd tro cong cu, tién ich va hudng
dan xir 1y su c¢6 an toan thong tin mang.

26 | Thiét 1ap kqnh trao ddi, lam ch_ec nhagm khuyén khich, hd trg V’E‘l Cuc An toan thong tin 2024-2025
xdy dyng cam nang hudng dan cac t6 chirc, doanh nghiép (nhat
la doanh nghi¢p vira va nho) trién khai giai phap bao ddm an
toan thong tin mang.

27 | Trién khai Chuong trinh Bao vé va hd tro tré em tuong tac lanh |  Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
manh, sang tao trén moi truong mang giai doan 2021 - 2025.

28 Chj dao doanh nghi¢p nén tang s6 xdy dung va trién khai co | Cuc Phat thanh, truyén Cuc Phat thanh, Thuong
ché dé nguoi str dung phan anh, xir ly tin gia, thong tin khong | hinh va thong tin dién tur truyén hinh va thong Xuyeén
ding su thuc vé dat nudc, con nguoi Viét Nam. tin dién tu

29 | Xay dung va hudéng d?mrcéc dia phuong xay dung Trung tdm | Cuc Phat thanh, truyén Cuc Phat thanh, Thuong
xur Iy tin gia, thong tin xau doc dé tiép nhan va xur Iy cac phan | hinh va thong tin dién tu truyén hinh va thong Xuyén
anh cua nguoi dan, to6 chuc ve tin gid, thong tin vi pham phép tin dién tr
luat.

30 | Chi dao 2 dén 3 doanh nghiép ICT 16n phat trién Trung tdm | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
R&D vé an toan thong tin mang, tao moi trudong thuén lgi cho
nghién clru, thir nghiém san pham, dich vu an toan thong tin
mang maoi.

31 | Phét trién Hé thong danh gia, kiém dinh an toan thong tin va | Cuc An toan théng tin | Cac don vi lién quan | 2024-2025

cong bd cac san pham dat chuan an toan thong tin mang.
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STT Noi dung thwe hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién
32 | HO tro mot s doqnh nghiép, co so nghiénvcfru co nang luclam | Cuc An toan thong tin Cac don vi lién quan | 2024-2025
chu va sang tao vé giai phap cong ngh¢ d€ phat trién giai phap
an toan thong tin mang trong diém.
33 | Thic day cac y tuong khoi nghiép sang tao xut sac, phuc vu | Cuc An toan théng tin | Cac don vi lién guan Thuong
loi ich quoc gia. Xuyén
34 | Dinh huéng, giao nhiém vu cho cac doanh nghiép giai quyét | Cuc Antoan théng tin | - Cuc Vién thong. Thuong
cac van dé quoc gia v€ an toan thong tin mang. - Cuc Chuyén ddi sb Xuyeén
quéc gia.
- Cac don vi lién
quan.
35 | Thic day st ménh cua doanh nghiép vién thong giai quyét bai | Cuc An toan thong tin | - Cuc Vién thong. Thuong
toan 1on cua dat nudc ve€ an toan thong tin mang. - Céc don vi lién quan. Xuyen
36 | Ho tro phat trién 02 nhém doanh nghiép an toan thong tinmang |  Cuc An toan thong tin | - Cac don vi lién quan | 2024-2025
chu dao:
- Nhom doanh nghiép 16n c6 tiém luc dong vai tro dan dat thi truong.
- Nhom doanh nghiép khoi nghi€p sang tao c6 cac y tuong, giai
phéap xuat sac.
37 | Thiic day trién khai mo hinh an toan thong tin mang nhu dich | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
vu (Security as a Service).
38 | Trién khai Dé an “Pao tao va phat trién ngudn nhan lyc an toan | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
thong tin giai doan 2021 - 2025”; nghién clru, d¢ xuat phuong
an thuc day hoat dong trong linh vuc nay giai doan 2026 - 2030.
39 |Phat trién ddi ngii chuyén gia xuét sic vé an toan thong tin | Cuc An toan thong tin Cac don vi lién quan | 2024-2025
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STT

Noi dung thyuc hién

Pon vi chu tri

Pon vi phoi hop

Thoi gian
thuc hién

mang dé giai quyét cac bai toan kho cua dat nuoc.

40 | Phat trién va lién két ngudn nhan lyc an toan thong tin trong | Cuc An toan thong tin | Cac don vi lién quan Thuong
cac doanh nghiép cong nghé s6 va doanh nghiép an toan thong Xuyeén
tin mang.

41 | Hudng dan, thuc day trién khai quy dinh chuin k§ nang antoan | Cuc An toan thong tin | Cac don vi lién quan | Thuong
thong tin mang. Xuyeén

42 | Tuyén duong, khen thuéng kip thoi dbi véi cac co quan, t6 chirc, | Cuc An toan thong tin Vu Tb chirc can bo Thuong
doanh nghiép, ca nhan c¢6 cong hién cho an toan thong tin mang Xuyeén
qudc gia.

43 | Trién khai D& an “Tuyén truyén, ning cao nhan thirc va phé | Cuc An toan thong tin | Cac don vi lién quan | 2024-2025
bién kién thirc vé€ an toan thong tin giai doan 2021 - 2025”.

44 | Tang cuong cac hoat dong tuyén truyén, nang cao nhan thiec | Cuc An toan thong tin | Cac don vi liénquan | Thuong
va pho bién kién thure, trang bi k§ nang bdo ddm an toan thong Xuyén
tin t&1 toan thé nguoi st dung Internet; trién khai hoat dong
trang bi k¥ nang cho cac nhém nguoi yéu the, dé bi ton thuong
trong xa hoi.

45 | Thuc hién pho cap cac san pham, dich vu an toan thong tin | Cuc An toan thong tin | Cac don vi lién quan Thuong
mang co ban cho nguoi sir dung. Xuyeén

46 | Xay dung, hoan thién cac co ché, chinh sach va thiét 1ap cac | Cuc An toan thong tin 2024-2025
kénh lién hé, trao doi dé nguodi st dung c6 thé thuan lgi phan
anh, chia sé va chung tay bao dam an toan thong tin mang quoc
gia.

47 | Trién khai cac khoa hoc truc tuyén mé (MOOC) tuyén truyén, |  Cuc An toan thong tin 2024-2025

pho bién k¥ ning an toan thong tin co ban cho ngudi dung.
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Noi dung thyuc hién

Pon vi chu tri

Pon vi phoi hop

Thoi gian
thuc hién

48

Tang cuong hop tac song phuong voi cac qudc gia hang dau
vé an toan thong tin mang bao gom viéc chia s¢ thong tin, hd
trg nhau phat hi¢n, xt Iy, tng ctru khi xay ra tan céng mang;
phdi hop voi cac qudc gia, nhat 1a cac qudc gia trong khu vuc
va qudc gia c6 quan hé 1a dbi tac chién lugce, dbi tac toan dién
ciia Viét Nam trong viéc chia sé thong tin, hd tro nhau phat
hién, xtr 1y, tmg ctru khi xay ra tin cong mang xuyén bién gidi.

Cuc An toan thong tin

Vu Hop tac qudc té

2024-2025

49

Tham gia dam phan xay dung cac khung phap ly quéc té, cac
tiéu chuan, nguyén tic, quy tic qudc té vé an toan thdng tin
mang.

Cuc An toan thong tin

Vu Hop tac qudc té

2024-2025

50

Tham gia vao cac to chuc, dién dan quéc té va khu vuc vé an
toan thong tin mang, cu thé:

- Pay manh thé hién vai tro thanh vién sang 1ap cua Dién dan
GFCE, FIRST.

- Tham gia tich cuc va c6 trach nhiém tai cac Nhém cong tac
ky thuat cua ITU (SG13, SG17, SG20), Dién dan quan tri
Internet (IGF), Dién dan Chuyén gia khong gian mang toan cau
(GFCE), Uy ban k¥ thuat hon hop ISO/IEC vé Coéng nghé
théng tin JTC1), Dién dan khu vuc ASEAN (ARF)

Cuc An toan thong tin

Vu Hop tac qudc té

2024-2025

o1

Tién phong nghién clru, tham gia tich cuc giai quyét cac van dé
qubc t& moi, kho vé chinh sach va ki thuat lién quan dén an toan
thong tin mang.

Cuc An toan thong tin

Vu Hop tac qudc té

2024-2025

52

Huéng dan, don doc, kiém tra cic co quan, to chirc, doanh
nghi¢p t6 chuc trién khai thyc hién cac ndi dung vé an toan
thong tin mang tai Chién lugc.

Cuc An toan thong tin

Céc don vi lién quan

Hang ndm
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STT Noi dung thwe hién Pon vi chu tri Pon vi phoi hop Thoi gian
thuc hién
53 | T6 chuic so két, tong két, tong hop, bao cao Thu tudng Chinh | Cuc An toan thong tin | Cac don vi lién quan | Hang ndm

phu tinh hinh thuc hién va dé xuét, kién nghi nhiém vu maéi cho
phu hop voi tinh hinh thyc tién d61 vo1 cadc ndi dung veé an toan
thong tin mang thudc Chién lugc.

I11. TRIEN KHAI CAC NHIEM VU BQ THONG TIN VA TRUYEN THONG PUQC GIAO PHOI HQP THUC HIEN

STT Noi dung thuc hién Don vi chu tri Pon vi phéi hop | Thoi gian
thuc hién

1 | Phéi hop voi Bo Cong an, Bo Khoa hoc va Cong ngh¢ nghién | Cuc An toan thong tin Vu Ké hoach - Tai| Theoké
ctru, ap dung co ché khoan chi cho cac dé tai khoa hoc vé an Chinh hoach cua
toan, an ninh mang. don vichutri

2 | Phéi hop voi Bo Quoc phong, Cong an va cac by, nganh c6 lién | Cuc An toan thong tin Theo ké
quan xay dung co ché ph01 hop, chia sé thong tin giam sat an hoach ctia
toan, an ninh mang hé thong thong tin ctia cac bo, ban, nganh, don vichutri
dia phuong, t6 chirc, doanh nghiép trong yéu.

3 | Phéi hop v6i Bo Noi vu, Bo Tai chinh xdy dyng co ché tién | Cuc An toan théng tin | Cac don vi lién quan Theo ké
luong déc thu cho lyc lugng chuyén trach v€ an toan thong tin hoach cua
mang va an ninh mang trong cac co quan, t6 chirc nha nudec. don vi chutri

4 | Phéi hop vo1 Bé Ngoai giao, Bo Qudc phong, B Cong an va Vu Hop tac quéc té Cuc An toan thong tin | 2024-2025

mot sO by, nganh c6 lién quan xay dung va trlen khai ké hoach
tang cuong hop tac song phuong voi cac qudc gia trén thé gidi
v€ an toan, an ninh mang; Tlen hanh dam phan va ky két thoa
thuan hop tac voi mot so qudc gia hang dau vé an toan, an ninh
mang; Phdi hop véi cac co quan lién quan trién khai cac bién
phap ngoai giao, hop tac qubc té vé an toan, an ninh mang.
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STT Noi dung thwe hién Pon vi cha tri Pon vi phdi hop | Thoi gian
thuc hién
5 | Phéi hop v6i B6 Quédc phong (Ban Co yéu Chinh phit) va cac NEAC 2024-2025

co quan lién quan thuc day viéc ung dung, str dung chit ky s6
chuyén dung Chinh phil va bao mat thong tin trén hé thong
mang cua co quan, to chirc thudc hé thong chinh tri theo quy
dinh cua phap luat vé co yéu.

6 | Phoi hop v6i Bo Khoa hoc va Cong nghé va cac co quan, :cé) VuKhoahoc va Congnghé¢ | Cuc An toan thong tin | 2024-2025
chtre, doanh nghiép lién quan nghién ctru, thuc hién chuyén
giao cong ngh¢ va xay dung, ban hanh cac ti€u chuan ky thuat
v¢€ an toan, an ninh mang.
IV. NHIEM VU BQO THONG TIN VA TRUYEN THONG THEO DOI, CHI PAO, HUONG DAN THUC HIEN
STT Noi dung thwe hién Don vi chu tri Pon vi dau mf)i theo | Thoi gian
doi, hwéng dan ciia | thwe hién
Bo TT&TT
1 | Van dong cac hoi vién, doanh nghi¢p tich cuc nghién ctru, | Hi€p hoi An toan thong | Cyc An toan thong tin | Thuong
phét trién, san xuét, cung cap san pham, dich vu, giai phap an tin Viét Nam Xuyén
toan, an ninh mang chat lugng cao; van dong cac co quan, t6
chtrc vu tién sir dung san pham, dich vu, giai phap an toan
thong tin mang Make in Viet Nam va giai phap an ninh mang
tu chu.
2 | Cung cap dich vu vién thong, Internet an toan (Security by | Doanh nghiép ha ting sd | - Cuc An toan théng tin. | 2024-2025
Default) - Cuc Vién thong.
3 | Bao dam an toan thong tin mang 5G va cac thé hé mang tiép | Doanh nghiép ha ting s6 | - Cuc Antoan thong tin. | 2024-2025
theo trong toan bg qua trinh thiét ké, xay dung va van hanh, - Cuc Vién théng.

khai théac, bao gom:
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STT Noi dung thwe hién Pon vi cha tri Pon vi diu mf')i theo | Thoi gian
d6i, hwéng dan ciia | thue hién
By TT&TT
- Kiém tra, danh gia an toan thong tin mang (Pentest) va san
ling moi nguy hai (Threat hunting). Xay dyng mo6i truong thu
nghi¢m (Test-bed) dé dién tap, nang cao ky nang va tri thuc
cho chuyén gia an toan thong tin ctia doanh nghiép.
- Kiém tra, danh gia an toéq thong tin mang d6i voi cac thiét bi
dau cudi trude khi cung cap cho nguoi su dung. Uu tién su
dung cac thiét bi dau cudi do doanh nghiép trong nudc san Xudt
da duoc kiém tra, danh gia, cong bd vé an toan thong tin mang
theo quy dinh.
4 | Khéc phyc, xit 1y hodic thay thé thiét bi dau cudi cung cép cho | Doanh nghiép hatangso | - Cuc Antoanthéng | 2024-2025
nguoi st dqu (Modem, Router, Camera giam sat, cac thict bi tin.
IoT,...) c6 dau hi€éu mat an toan thong tin mang. - Cuc Vién thong.
- Cac don vi lién
quan.
5 | Phét trién va lam chii cong nghé dién todn dam may Make in Viet | Doanh nghiép ha ting s§ | - Cuc Vién thong. Thuong
Nam. - Cuc An toan thong |  XUYyen
tin.
-Cac don vi lién
quan.
6 | Trién khai trung tAm diéu hanh an toan thong tin mang (SOC). | Doanh nghi¢p ha ting s6 | - Cuc Antoan théng tin. | 2024-2025

- Cuc Vién thong.
- Cac don vi lién
quan.




25

STT Noi dung thwe hién Pon vi cha tri Pon vi ddu mdi theo | Thoi gian
d6i, hwéng din ciia | thue hién
By TT&TT
7 | Phat trién ha ting mang IoT an toan, bao gom: Doanh nghiép ha taing sé | - Cuc An toan thong | 2024-2025
- banh gia, cong bb dap tng tiéu chi k¥ thuat vé an toan thong tin.
tin d6i voi thiét bi IoT. Lya chon thlet bi [oT da duge danh gia, - Cuc Vién thong.
cong bd dap tmg tiéu chi k§ thuat vé an toan thong tin khi thiét - Cac don vi lién
lap ha tang mang IoT. quan. '
- Phat trién cac san pham, giai phap cong két ndi thiét bi IoT (IoT
Gateway) Make in Viet Nam bao dam an toan thong tin cho thiét
bi IoT.
8 | Bdo dam an toan thong tin mang cho ha tang dién toan dam | Doanh nghiép hatingsé | - Cuc Antoan thong | 2024-2025
may, bao gom Phat trlen ha ting dién toan dam may Make in tin.
Viet Nam; két ndi cac nén tang cung cip dich vu dién toan ddm - Cuc Vién thong.
may cua Vi¢t Nam (Multi Cloud), bao dam tinh lién thong, an
toan, hi€u qua.
9 Cong khai mure d0 an toan thong tin mang cta cac dich vy ha | Doanh nghi¢p ha tang s6 | - Cuc An toan théng 2024-2025
tang so. tin,
- Cuc Vién thong.
10 | Xac dinh cap do an toan théng tin va trién khai phuong 4n bao | Doanh nghiép chi quan | - Cuc An toan thong Thuong
dam an toan hé théng thong tin theo cap do dbi véi nén tang nén tang sd tin Xuyén
5.
11 | Phat trién nén tang s6 c6 kha ning tu bao vé; c¢6 cac cong cu | Doanh nghiép chi quan | Cuc An toan thong tin | Thudng
S@ng loc, phat hi¢n, xir Iy, g& bo thong tin vi pham phap luat trén nén tang s6 Xuyeén

nén tang so.
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STT Noi dung thwe hién Pon vi cha tri Pon vi diu mf')i theo | Thoi gian
d6i, hwéng dan cia | thwe hién
By TT&TT

12 | Cong khai chinh sich quin 1y, st dung thong tin, dit li¢u cia | Doanh nghi¢p chu quan | Cyc An toan thong tin | Thuong
nguoi st dung trén nén tang s6. Bao dam an toan thong tin c4 néen tang so Xuyén
nhan, thong tin vé tai khoan, mat khau tin nhan lich str giao
dich ctia ngudi sir dung dich vu nén tang sé.

13 | Cung céap cho ngudi sir dung co ché khiéu nai, phdn 4nh, xdc | Doanh nghi¢p chi quan | Cuc An toan thong tin | Thuong
minh tin gia, thong tin vi pham phap luat va tién hanh xir 1y nén tang so Xuyeén
theo quy dinh.

14 | Chu dong phat hién, ngan chén,’xfr 1y, x6a bo tin gia, thong tjn Doanh nghiép chi quan | Cuc An toan thong tin | Thuong
vi pham phap luat hodc cung cap cac bang chung dé truy vét, nén tang so Xuyén
xéc dinh ngudn gbc thong tin; xur ly, x6a bo thong tin vi pham
phap luat theo yéu cau clia co quan chirc nang c6 thim quyén.

15 | Khong cung cip hoic ngimg cung cap dich vu cho t6 chitc, ca | Doanh nghi¢p chi quan | Cyc An toan thong tin | Thuong
nhan dang tai trén moi truong mang thong tin cd ndi dung vi nen tang so Xuyén
pham phap luat Viét Nam.

16 | Phat trién cac nén tang s6 Make in Viet Nam c6 hang triéu | Doanh nghiép cha quan | - Cuc Chuyén d6i sé6 | 2024-2025
nguoi Viét Nam va quoc té st dung. nen tang so quoc gia.

- Cuc An toan thdng
tin.

- Cac don vi lién
quan.

17 | Trién khai phuong an bao dam an toan thong tin theo cap do Chu quan hé thong Cuc An toan thong tin | Thuong
va mo hinh bdo vé 4 16p do1 vé1 h¢ thong thong tin cua céc linh thong tin Xuyén

vuc quan trong.




27

STT Noi dung thwe hién Pon vi cha tri Pon vi ddu mdi theo | Thoi gian
d6i, hwéng dan cia | thwe hién
By TT&TT

18 | Uu tién sir dung san pham, giai phép an toan thong tin mang Chu quan hé thong Cuc An toan thong tin | Thuong
Make in Viet Nam trong cac h¢ thong thong tin quan trong thong tin Xuyeén
quoc gia.

19 | Pau tu nang cao nhan thirc cho cac to chic, ca nhan lién quan vé Chu quan hé thong Cuc An toan thong tin | Thuong
bdo dam an toan thong tin mang cho cac hé thong thong tin ctua thong tin Xuyén
cac linh vuc quan trong.

20 | Téi thiéu 1 ndm/1 lén t6 chirc dién tap, hudng dan, kiém tra, img Chu quan hé thong Cuc An toan thong tin | Hang nam
pho va tmg ctru sy cb an toan thong tin cho cac linh vyc quan trong thong tin
can uu tién bao dam an toan thong tin va he thong théng tin quan
trong quoc gia.

21 | Phat trién cac Poi tmg ctru su ¢6 khan cip cua 11 linh vire quan Chu quan hé thong Cuc An toan thong tin | 2024-2025
trong can uu tién bao dam an toan thong tin mang (CERT linh thong tin
vuc) theo su diéu phéi ciia Bo Thong tin va Truyén thong, tham
gia vao Mang ludi img ctru sy c6 an toan thong tin mang quoc
gia.

22 | Nghién ctru, phat trién, tiép nhan chuyén giao va 1am cha céng | Doanh nghiép an toan | Cuc An toan thong tin | 2024-2025
ngh¢ an toan, an ninh mang. thong tin mang

23 | Khuyén khich nghién clru, giai mé, phat trién, lam cha duoc cac |  Doanh nghiép an toan | Cuc An toan thong tin | 2024-2025

cong nghé, san pham dich vu bao dam an toan, an ninh mang,
bao gom: cac san pham, dich vu truyén tai vién thong, Internet
va cung cap dich vu ndi dung trén mang; céc san pham, dich vu,
bién phap bao dam an toan, an ninh mang; phong, chdng khing
b6 mang; cac hé thong gidm sét an toan, an ninh mang dién rong;
cac san pham, dich vu an toan, an ninh mang tham gia giai quyét

thong tin mang
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STT Noi dung thwe hién Pon vi cha tri Pon vi ddu mdi theo | Thoi gian
d6i, hwéng dan cia | thwe hién
By TT&TT
bai toan cua xa hoi.
24 | Chuyén dich tir chiéu rong sang chiéu sau: tap trung phat tri(f:n Doanh nghiép an toan | Cuc An toan thong tin | 2024-2025
3 - 5 san pham trong diém, c6 thuong hi€u qudc gia. Phat trién théng tin mang
san pham, dich vu bdo ddm an toan cho nguoi dan trén moi
truong mang.
25 | Chuyén dich tir san pham 16m, chuyén dung sang sin pham phé | Doanh nghiép an toan | Cuc An toan thong tin | 2024-2025
cép: “binh dan héa” san phdm an toan thong tin mang, phuc vu thong tin mang
doi twong nguoi dan, ho gia dinh.
26 | Phat trién dich vu vién thong, Internet, dich vu nén tang s6 an | Doanh nghiép an toan | - Cuc An toan thong 2024-2025
toan: cac dich vu an toan thong tin mang duoc tich hop vao cac thong tin mang tin,
dich vu vién thong, Internet, dich vu nén tang so. - Cuc Vién thong.
- Cuc Chuyén ddi s
quoc gia.

V. NHIEM VU CUA CAC CO QUAN CHUYEN TRACH CNTT/ATTT TRONG THAM MUU VA TO CHUC
TRIEN KHAI CHIEN LUQC CHO CAC BQ, CO QUAN NGANG BQ, CO QUAN THUQC CHiNH PHU VA UBND
CAC TINH, THANH PHO TRUC THUQC TRUNG UONG

STT Noi dung thue hién Don vi chu tri Pon vi ddu moi theo | Thoi gian
doi, hwéng dan cia | thuc hién
Bo TT&TT
1 | Pay manh hoat dong bao dam an toan, an ninh mang trong pham | - Pon vi chuyén trach | Cuc An toan thong tin | Thuong
vi quan ly; tudn thu tiéu chuan, quy chuan ky thudt, huéng dan | CNTT/ATTT cua cac Xuyén

nghiép vu cua B6 Cong an, Bo Thong tin va Truyén thong va quy
dinh cua phap luat; vu tién st dung san pham, giai phap, dich vu an

bd, co quan ngang bo,
co _quan thudc Chinh
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STT

Noi dung thue hién

Pon vi cha tri

Pon vi dau moi theo
doi, hwéng dan cua
Bo TT&TT

Thoi gian
thuc hién

toan thong tin mang Make in Viet Nam, an ninh mang tu chu. Gén
két cong tac bao dam an toan, an ninh mang vdi cong tac trién khai
chuyén ddi s6, tmg dung cong ngh¢ thong tin, phat trién Chinh phu
dién tir hudng t61 Chinh phu s, phat trién do thi thong minh, kinh té
s6 va xa hoi so.

phu.
- Cac S6 TT&TT.

Chu dong ra soat, phat hién va xu ly, hoac phéi hop véi co quan
chic nang c6 tham quyén xtr 1y thong tin vi pham phap luat trén
moi truong mang thudoc pham vi quan ly. Tang cuong hoat dong
thanh tra, kiém tra, cong bd va xir Iy nghiém céc hanh vi vi pham.

- Pon vi chuyén trach
CNTT/ATTT cua cac
bo, co quan ngang bo,
co quan thudc Chinh
phu.

- Cac SO TT&TT.

Cuc An toan thong tin

2024-2025

Chi dao cac tap doan, tong cong ty, doanh nghiép thudc pham vi
quan ly ra soat, danh gia, c6 bién phap tang cuong bao dam an toan,
an ninh mang d6i véi cac hé thong ha tang thong tin, hé thng diéu
khién cong nghiép va cac hé thdng thong tin quan trong khac do
doanh nghi¢p quan ly, van hanh, khai thac.

- Pon vi chuyén trach
CNTT/ATTT cua cac
bd, co quan ngang bo,
co quan thudc Chinh
phu.

-Cac SO TT&TT.

Cuc An toan thong tin

Thuong
Xuyeén

Ul tién bd tri ngudn lyc (nhan luc, kinh phi) va diéu kién dé trién
khai hoat dong bao dam an toan, an ninh mang trong hoat dong noi
bo cta co quan, t6 chirc va linh vuc quan ly.

- Pon vi chuyén trach
CNTT/ATTT cua cac
by, co quan ngang bd,
co quan thudc Chinh
phu.

-Cac SO TT&TT.

Cuc An toan thong tin

2024-2025
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STT NOi dung thue hién Pon vi cha tri Pon vi ddu moi theo | Thoi gian
déi, hwéng din ciia | thuye hién
B§ TT&TT

5 | Kiém tra, danh gi4 va bao cdo hang nam hodc dot xuat theo huéng | - Pon vi chuyén trach | Cuc An toan thong tin | Hang nam
dan cua Bo Théng tin va Truyén thong vé tinh hinh, két qua trién | CNTT/ATTT clia cac
khai Chién luoc dé tong hop, béo cdo Thii tudng Chinh phi theo | bo, co quan ngang b,
quy dinh vé ché d6 bao cdo. co quan thudc Chinh

phu.
- Cac SO TT&TT.

6 | Gidm sét, phat hién va ph01 hop voi1 co quan chirc nang va cac | - Pon vi chuyén trach |- Cuc Phat thanh, | Thuong
doanh nghiép nén tang sb xu 1y tin gia, thong tin vi pham phép luat | CNTT/ATTT clia cac truyén hinh va thong Xuyeén
trong pham vi quan 1y. bd, co quan ngang b, | tin dién tur.

co quan thudc Chinh | . Cyc An toan thong
phu. tin.
- Cac SO TT&TT.
7 | Phat trién cac website, trang mang xa hi, tai khodn trén moi truong | - Don vi chuyén trach | - Cuc Phat thanh, 2024-2025

mang uy tin, nhiéu twong tac dé tuyén truyén, dinh huéng thong
tin, du luan va phan béac hiéu qua cac thong tin tiéu cuc vé dat nudc,
con nguoi Viét Nam.

CNTT/ATTT cua cac
bd, co quan ngang bg, co
quan thuoc Chinh phu.
-Cac S6 TT&TT.

truyén hinh va thong
tin dién tu.

- Cuc An toan thong
tin.
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