] UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tu do - Hanh phuc

S6737  /STTTT-BCVTCNTT Lai Chau, ngay 22 thding4 nam 2024
VI Téng cudng cong tac bdo dam an toan
thong tin mang trong thoi gian nghi 1€ 30/4 va
01/5 va 70 nam chién thang Di¢n Bién Ph.

Kinh gui:
- Céc So, ban, nganh tinh;
- UBND cac huyén, thanh phd.
- Cac doanh nghiép Vién thong.

Nham bao dam an toan thong tin mang, duy tri hoat dong 6n dinh cac hé
théng thong tin trong thoi gian dién ra nhimg ngay 1& 16n nhu Ky niém 49 nim
ngay giai phong mién Nam thong nhat dat nude 30/4, Ngay Qudc té lao dong 01/5
va 70 nam chién thang Pién Bién Phii, S& Thong tin va Truyén thong dé nghi cac
co quan, to chitrc, doanh nghiép ting cudng trién khai cong tac bao dam an toan
thong tin mang cho cac hé thong thong tin thuéc pham vi quan 1y, cu thé:

1. Tang cuong trién khai hoat dong bao dam an toan thong tin mang:

a) Cung cd va uu tién nguén lyc, nhan lyc cho nhiém vu Ung truc, giam sat
24/7; cht dong theo ddi thuong xuyén, lién tuc cac hé thdng giam sat an toan
thong tin tap trung, hé thong phong, chéng ma doc tap trung dam bao phat hién,
xtr 1y, khic phuc kip thoi tin cong mang, canh bao ma doc duge xac minh.

b) Kiém tra, cap nhat day di1 cac ban va an toan thong tin cho hé théng thong
tin theo canh bao ctia Cuc An toan thong tin va cac co quan, to chirc lién quan;

c) Ra soat, kiém tra, danh gia, khéc phuc cac 16 héng bdo mat; san lung mbi
nguy hai va boc g phan mém ddc hai cho toan bd may chu, may tram trong hé
théng mang (wu tién cdc hé thong théng tin c¢é dia chi IP nam trong Danh sdch
IP mang Botnet dwoc So Théng tin va Truyén théng canh bdo hang thing hodc
dét xudt, van ban giri kém theo); thudng truc theo ddi, tiép nhan va xir 1y cac canh
b4o an toan thong tin qua Nén tang Diéu phdi xtr Iy su ¢b an toan thong tin mang
quoc gia (IRlab.vn) do B Thong tin va Truyén thong cung cap.

d) Sén sang trién khai ké hoach tmg phé, xir Iy su c¢d tan cong mang va
nhanh chéng khéi phuc hoat dong binh thudng ctia hé thong thong tin trong trudng
hop xay ra su cd.

2. Céac doanh nghiép cung cip dich vu vién thong, Internet:
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a) Tang cudng ngudn nhan lyc, phan cong nhan lyc truc giam sat, hd trg va
khic phuc su ¢d bao dam ha tﬁng vién thong, Internet an toan, thong subt.

b) Ra soat, trién khai diy du cac bién phap bao vé, bao dam phat hién som
va kip thoi ngan chan hoat dong tAn cong mang, phat tdn thong tin x4u doc, thong
tin vi pham phap luat trén hé thong thong tin, ha ting mang ludi, nén tang sé thudc
pham vi quan ly.

¢) Tang cudng theo ddi, cap nhat, xir Iy cic phan anh, khiéu nai ciia ngudi
dung vé tin nhan réac, cudc goi rac, dac biét 1a tin nhén ltra dao, cude goi ltra ddo
qua hé théng tiép nhan phan anh tin nhén rac, cudc goi rac do BO Thong tin va
Truyén thong (Cuc An toan thong tin) chia sé; Xt Iy quyét liét, triét dé cac truong
hop phat tan tin nhan rac, tin nhan lra dao, cudc goi rac, cudc goi lra dao ma
nguoi dung phan anh.

d) Thuc hién nghiém va kip thoi cac bién phap xir Iy theo yéu cau cia Bo Thong
tin va Truyén thong (Cuc An toan thong tin) va co quan chtic ning c6 thim quyén.

3. Trong truong hop can hd trg giam sat, xu 1y, ing ctru sy cd dé nghi lién hé
v6i Cuc An toan thong tin, Bo Thong tin va Truyén thong thong qua cac dau moi:

- Trung tdm Ung ctru khan cip khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic s6 dién thoai tryc dudng day néng tmg ctru su co
086.9100.317, thu dién ti: ir@vncert.vn.

- Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC), dién

thoai: 02432091616 hodc s6 dién thoai truc duodng day nong hd tro giam sat, canh
bao sdém 0389942878, thu dién ti: ais@mic.gov.vn.

- Phong Buu chinh - Vién thong - Cong nghé thong tin, S& Thong tin va
Truyén thong, dién thoai: 02133798798.

Tran trong./.

Noi nhgn: GIAM POC
- Nhu trén; :
- Luu: VT, BCVTCNTT.
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