] UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tu do - Hanh phuc

S6578 CISTTTT-BCVTCNTT Lai Chau, ngay 28 thding3 nam 2024
V/v Ra soat dau hiéu cua cac chién dich tan
cong co chu dich (APT).

Kinh gt
- Cac S¢, Ban, Nganh tinh;
- UBND céc huyén, thanh pho.

Trong qué trinh giam sat an toan thong tin trén khong gian mang, Cuc An
toan thong tin ghi nhan cac chién dich tan céng co chu dich (APT) c6 kha ning

anh hudéng dén nhiéu co quan, td chure tai Viét Nam.

Nham dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va Truyén
thong khuyén nghi Quy don vi chii dong thyuc hién:

1. Ra soat toan bo hé théng thong tin thuoc pham vi quan Iy cua minh déng thoi
cap nhat cac giai phap bao mat dé phat hién va xir Iy kip thoi cac dau hiéu tin cong.

(Thong tin ky thudt dé thwe hién ra sodt tai Phu luc va Tai liéu huwong dan
gidam sat guri kém theo).

2. Kiém tra, ra soat dit liéu luu trix trén cac hé théng phong chong ma doc tap
trung, hé théng giam sat an toan thong tin (SOC) tir thang 01/2023 dén nay dé
phat hién cac dAu hiéu, su kién, canh béo lién quan dén céc tan cong co chu dich
(Chi ap dung d6i v6i Trung tim cong ngh¢ thong tin va Truyén théng - S&
Théng tin va Truyén thong cé hé thong phong chong mi doc tip trung).

(Théng tin ky thudt dé thuwc hién ra sodt tai Phu luc kém theo).

3. Bao co két qua ra soat vé S& Thong tin va Truyén thong trudc ngay
15/4/2024 hoic ngay khi phét hién dau hiéu tin cong co chu dich (APT).

4. Trong truong hop can thiét co thé lién hé dau moi hd trg: Ong Nguyén
Van Chung, Trudng phong Gidm sat An toan thong tin, Trung tdm Giam sat an

toan khong gian mang qudc gia (NCSC); Pién thoai: 0345551337; Thu dién tu:

chungnv@ais.gov.vn hoic Phong Buu chinh - Vién théng - Cong nghé thong tin,


mailto:chungnv@ais.gov.vn

s6 dién thoai: 02133.798.798.

Trén day 1a ndi dung ra soat dau hiéu ctia cac chién dich tan cong c6 chu dich
(APT), S¢ Thong tin va Truyén thong kinh dé nghi Quy co quan quan tdm thuc
hién. Tran trong./.

Noi nhn: KT. GIAM POC

- Nhu trén; A ! A
- Luu: VT, BCVTCNTT. PHO GIAM?_QC
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Phu luc
THONG TIN KY THUAT PHUC VU RA SOAT

(Kém theo Céng van sé

/STTTT-BCVTCNTT ngay ~ /

12024

ciia S¢ Théng tin va Truyén thong)

1. Pia chi IP/Tén mién doc hai

TT | Dia chi IP/Domain TT |Dia chi IP/Domain

1 |23[.]106][.]122[.]15 28 | getfilefox[.]Jcom

2 | 207[.]148[.169[.]11 29 |ivibers[.]Jcom

3 |45[.]76[.]157[.]92 30 | meetviberapi[.Jcom

4 |50[.]7[.]61].]26 31 |iamc2c2[.]Jcom

5 |50[.]J7[.]61[.]27 32 | thisistestc2[.]Jcom

6 |50[.]7[.]61[.]28 33 |electrictulsal.Jcom

7 1207[.]148[.]75[.]122 34 | mongolianshipregistrar[.]Jcom

8 |45[.]132[.]33[.]17 35 |103.107.104[.]37

9 |23[.]106[.]122[.]46 36 |149.104.12[]64

10 |23[.]106[.]124[.]152 37 |185.82.216[.]184

11 |115[.]126[.]98[.]204 38 |195.211.96[.]99

12 |118[.]99[.16[.]202 39 |195.123.246[.]26

13 |199[.]231[.]211[.]19 40 |149.104.12[]64

14 | wwwl[.]security-microsoft[.]net 41 |45.83.236[.]105

15 | update[.Jcentos-yum[.Jcom 42 |45.131.179[.]179

16 | update[.]Jmicrosoft-setting[.Jcom 43 1103.192.226[.]46

17 update[.]windows[.]server- 44 154[.]204.27.181
microsoft[.]Jcom

18 |149[.]28[.]26[.]2 45 |103[.]56.53.120

19 | cdn-dev[.]Jhelpkaspersky[.]top 46 |176[.]113.69.91

20 |data-dev[.]helpkaspersky[.Jtop 47 |45.251.240[.]155

21 | happy[.]gitweb[.]Jcloudns[.]nz 48 |149.104.11].]29

22 | support[.Jhelpkaspersky][.]top 49 | web.bonuscave[.]Jcom

23 | gtldgtld[.Jstore 50 |www.markplay[.]net




24 | softupdate[.]xyz 51 |images.markplay[.]net
25 | tfirstdaily[.]store 52 | news.comsnews[.Jcom
26 |estmongolia[.Jcom 53 |images.kiidcloud[.]Jcom
27 |getfiledown[.]Jcom

2. Ma bam ciia mau ma dgc sir dung trong cac chien dich

10b2a7¢c9329h232e4eef81bac6ha26323e3683ac1f8a99d3a9f8965da5036b6f
18f4f14857e9b7e3aalf6f21f21396abd5f421342b7f4d00402a4aff5a538fal
1e278cfe8098f3badedd5e497f36753d46d96d81edd1c5beedfc7bc6380c26b3
244c32c4809a5ea72dfd2a53d0c535f17ba3b33e4c3ee6ed229858d687a2563a
35f16e469047cf4ef78f87a616d26ec09e3d6a3d7a51415ea34805549a41dcfa
3f0aa01ed70bc2ab29557521a65476ec2ff2¢867315067¢cc8a5937d63bche815
50cdd2397836d33a8dc285ed421d9b7cc69e38ba0421638235206fd466299dab
57f64f170dfeaal150493ed3f63eabfldf3ca7lad1722e12ac0f77744fb1a829
5a32bf21904387d469d4f8cdaff46048e99666fc9b4d74872af9379df7979bfe
6fd7697efc137faf2d3ad5d63ffe4743db70f905a71dbed76207beeeb04732f2
898a7527c065454ba9fad0e36469e12b214f5a3bd40a5ec7fcaf9b75afc34dce
c14f6ac5bcd8645eb80a612a6bf6d58c31b0e28e50be871f278c341ed1fa8c7c
d17fe5bc3042baf219e81cbbf991749dfcd8b6d73cf6506a8228e219910da3578
d31d135bc450eafa698e6b7fb5d11b4926948163af09122¢calc568284d8b33b3
e0f109836a025d4531ea895cebecc9bdefb84a0cc747861986¢4bc231e1d4213
£42466863837a655b814d2fh6aa2381369b8c5a9fe100e512085617f775dac36
ee41eb21f439b1168ae815ca067e€91d84d6947397d71e214edc6868dbf4f272
2e3645c8441f2he4182869db5ae320da00c513e0ch643142¢70a833f529f28aa
8218c23361e9f1b25ee1a93796ef471ca8ca5ac672b7db69ad05f42eb90b0b8d
2e850ch2a1d06d2665601cefd88802ff99905de8bc4ea348ea051d4886e780ee
521b3add2ab6ceeb5abcfd53b78e08ef2214946393d2a156¢674606528b05763a
9ada058a558b7cadb238fc2¢c259f204369cd604e92719712fd51262ca6987chl
9d4e18ae979bdf6b57¢685896b350b23c428d911eeeldaf133c3ee7d208f8a82
bb4e7b0c969895fc9836640b80e2bdc6572d214ba2ee55b77588f8a4eedeabad
d176951b9ff3239bh659ad57b729edb0845785e418852ecfeef1669f4c6fed61b
fe4fad660bb44e108ab07d812f8b1bbf16852c1b881a5e721a9f811cae317f39
01b09ch97a58ea0f9bf2b98h38b83f0cfcof97f39f7bfd73a990c9b00bcdb66¢
05b63707ca3cad54085e521aee84c7472ff7b3fe05e22fd65¢c8e2ee6f36c6243
241737842eb17676h3603e2f076336b7bc6304accef3057401264affb963bef8
5a6a0e01949799dc72c030b4ad8149446624dcd9645ba3eefda981c3fda26472
b4c470be7e434dac0b61919a6b0c5b10cf7a01a22¢5403c4540afdb5f2¢c79fab
c377b79732e93f981998817e6f0e8664578b474445bal1b402¢c70b4b0357caab
f66a6b49a23cf3cc842a84d955¢0292e7d1c0718ec4e78d4513e18b6c53a94ac
acfcf97eedff5cc7f5ecdc6f92eal32e29c48400ab6244de64f9b9de4368deb2
ccd4a648cc2c4abbbcd148f9¢182f4c9595440a41dd3ea289a11609063c86a6d
eal40cc8da39014c1454c3f6a036d5f43aa26¢215¢ch9981ab2b7076f2388b73e
ffef75582ad185¢58135¢f02e347c0ad6d46751fcfbb803dc3e70b73729e6136
4b653253049a65142f827706203de55f03abccbeddac3ed2171d79bf8186eda9
63b7d8c4c740c54abh91db94dd89b2c8313ech7bal3524c646fdb10facf5c470d
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6d03c6b7621990f84580eaa094393fhf896803¢c86779644506b115692b70bd64
6993e767306d4chf676bf3c4a56fc2adld5ch6caf67563f6de2f28b79f2b934
992d3df19c453a84b5b46c5742fb22686c65eb48cfc71b0bbc7e94c0efl3e66e
bb6afc28d610bfddcd0cf3497¢152c081f63137fea9914al1fd461a0706¢c74288
15412d1a6b7f79fad45bcd32cf82f9d651d9ccca082f98a0cca3ad5335284e45
6302acdfce30cec5e9167ff7905800a6220c7dda495c0aaelf4594c7263a29b2
98b5h4f96d4ela9abel70a4b2740celaldfc41lada238e42a5954e66559a5541
a2¢3073fa5587f8a70d7def7fd8355e1f6d20eb906c3cd4df8¢c744826¢ch81d91
bf830191215e0c8db207ea320d8e795990cf6b3e6698932e6e0c9c0588fceff
ebdf3d3e0867b29e66d8b7570be4e6619c64fae7e1fbd052be387f736c980c8e
1d3d460b22f70cc26252673e12dfd85da988f69046d6094602576270df590b2¢
36acdaceb9abfcf9923378c44037cc5df8aac03406d082d552e96462121cdacl
46b84d55¢394c1c504c0fad8b5240bc0al83f5eda03e35d4f7f816bf48bff3e2
4¢ch020a66fdbc99b0bce2ae24d5684685e2b1e9219fbdfdas6b3aace4e8d5f66
67ad30c3359b377d1964a5add97d2dc96b855940685131b302d5ba2¢c907ef355
6c006620062b40b22d00e7e73a93e6a7fab66ce720093b44b4a0f3ef809fa2716
804387e43fdd1bd45b35e65d52086882d64956h0a286€8721da402062f95a9¢e3
82f7bcda95fcc0e690159a2fbd7b3e38ef3ff9105496498f86d1fa9ff4312846
b8f2daleefa09077d86a443ad688080b98672f171918c06e2b3652df783be03a
dalc9ch862b0be89819a94335eea8bf5ab56e08alf4calef92fe8d46fd2b1577
f5b6c0d73¢c513c3c8efbcc967d7f6865559e90d59fb78b2b15394f22fd7315¢ch
07e38ba00a0477367e63646bbd6e09053ab67939a9c70f062b12b42a2cde82fb
1c0853a5f86bb7eca48a36f07094188adb1a8893¢cd13309f91f669ba7c8ed124
2e012ba20ech553745f7719bd477778ba75e324bfec44d03a27a010dac7a2780
2e9da6d50f8b73a00310f91cf1fc79e4804265a08028dch6272623440bb47497
2f3d89e8db70e7560868c4cf7f03aafadcd703a13d1d6f814028469806ch6bd7
363f5d92a2692898ed7d5d2caabe8f51f4db466d0b9134328aafad359e027544
3a3db15bd60f30293cfdflca7e159b8040d380665¢cc0857aed098b471be77030
45e70dbed32ch723ea901¢c97d0c5682fe0e07e64485095¢c3e5bbccc86059384¢e
4a2adf0aa60ffd932230c3e88437097a3ba85a2e5587¢c9b9d92clecl1 72795944
5b17bc2a89727700f94570b0dddc12b315db34dbbd79186177167abbb173cee5
5e1839fed3562d559166f7f9d3e388cdd21da83b67cch70fa4121825b91469d6
6a4e32229e5cad1e8eca99cefeSbeef3e3621¢2199f8844h4d218c14b5481534
7102d6b76a4170203daa939072bba548960db436f85113cd1fcaObb554d95b3c
767694e220e5119425ed808bc0801a007022614812868e60962660863de42fa5
799214f6bf40056a1f0c903d5ac59e6216c49a5cd55e5¢1a36a0f2c5637e345a
7e5b05d29c3aa2aal78c3cc0338ba52b39dc89dafadeec7301f187db0b060372
7e86d717a13d4c6ccce80098200331d5b963201ce0ffb59dadedbb555bf97d4c
a36d64da109b47022591909362c3f9899efe5f0d8b902460e272761e2b75¢c75¢
a4f59d4d42e42b882068cacf8b70f314add963e2chbf7a52e70df130bfe23dff
b3a6dfc196bdad381c18f9f861f8da3757479cec2a76b8e5908da5aaec072dd8
d2cc1135¢314f526f88fbe19f25d94899d52de7e3422f334437f32388d040d71
d462f3909c3e4blal3b2fce4843a20f4622a256¢d878d3345b3091e61f9eclfc
dd469fbf68f6bf71e495b3e497e31d17aald0af918a943f8637dd3304f840740
ef4a2cfe4d9d3495d4957a65299f608f7b823fab0699fded728fd3900c0b2bb4
fff2f40e74ad7052ec9eeb08fb4aba2d807c3862beed80579944ed85456aflab
42fecaaf47ed5606d4e4885ce821702a83bbaad602a13ab0e9bh933a04e373956
44b0479dd2debc68480c4cd4759466bflaac8d3405b99071a61854cb63500448
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d310f5baalc39ada9f60b85ed134b7¢cd99a04d9a8869f24ec9f3bd28ce9de519
0ff80e4db32d1d45a0c2afdfd7albe961c0fbd9d43613a22a989f9024cclble9
4529f3751102e7c0abec05¢6a987d0cc5edc08f75f287dd6ac189abbd1282014
484578b6e7e427a151¢309bdc00c90b1cOfaf25a8581caces5e2¢25ec34056€0
b1102ed4bcabdae6f2f498ade2f73f76af527fa803f0e0b46e100d4cf5150682
d096¢c3a67634599bc47151f0e01a7423a3eb873377371b2b928c0d4f57635alf
7af402f4bd2bla2d2d8b74fb7599860f3a90b7h6f66a519f2b4d31aeea2500aa
b19a46f99b649dc731ed5¢8410bda7e0385d15e1hb9aable467b05dccd7753865
bc422a4e1b6a351ac6fe73d496015cfab6a9dbd5e38566¢c6f44a59faff83ee95a
f34bd1d485de437fe18360d1e850c3fd64415e49d691e610711d8d232071a0bl
f4ea99dc41cb7922d01955eef9303ec3a24b88c3318138855346de1e830ed09e
c9d5dc956841e000bfd8762e2f0b48b66¢79b79500e894b4efa7fb9bal7e4e9e
a99bf162a8588h2f318c9460aef78851bd64e4826¢c2ch124984d2abh357a6beea
0f0663fc26b18212485149e3e22¢3dd4b8900ea8dca7c084dbe09fef02cfdade
b153e10c95bb8bfabdbf5835067c5b45840f057a38ef9b8871b6dc40edcf601f
c2bb47ac533d1413¢c829a1453b2b854b95aabebf1b26bh446bd1ad0838f1e09de
c7ec098093eb08d2h36d1¢c37b928d716d8da021f93319a093808a7ceb3b35dcl
25967270d67253¢c72532a7e0416eb27ff249bc17dc1d7cded0148f8f4h932789
32609faef0b04f0c37c4cf081c147872a45¢59d7c4fbca35deb40d144b0226ad
364f38b48565814b576f482c1e0eb4c8d58effcd033fd45136ee00640a2b5321
471e61015ff18349f4bf357447597a54579839336188d98d299b14cff458d132
42663f9d1ad0fe190912800b92c64d38b6f74fac23281b87180a4fef5bc2efd6
7¢741c8bcd19990140f3fa4aa95bb195929¢9429fc47f95cf4ab9fad03040f7b
c9da5b0a8dee27fbf5d7bbb4c9b9b38d8c0c547479d315efd62599a3¢c5d9¢ch13
6e625bbcecc45b6b556141eef37ffd31aa4861ced4debcab6500be72364172ffc7
dca39474220575004159ecff70054bcf6239803fcf8d30f4e2e3907b5b97129¢
26b1d37ea3da6a6213b65b000dbb39575d858fa274aea895cc3bf62e706fce5d
651c096¢f7043a01d939dff9ba58e4d69f15b2244c71b43bedb4ada8c37e8859
f8c1a4c3060bc139d8ac9ad88d2632d40a96a87d58aba7862f35a396a18f42e5
67¢23db357588489031700ea8c7dc502a6081d7d1a620c03bh82a8f281aabbde6
b6f375d8e75¢c438d63c8be429ab3b6608fladcd233c0cc939082a6d7371c09bb
88c8eb7d2a64e0f675ch2ac3da69cdf314a08a702a65¢992bch7f6d9ec15704b
12c584a685d9dffbee767d7ad867d5f3793518fb7d96ab11e3636edcc490elbd
71bba2753da5006015bc890d30b1ed207a446e9f34¢c7e0157d6591bf573f3787
908ff3a80ef065ab4be1942e0d41583903f6aac02d97df6b4a92a07a633397a8
5700535f19a382c¢8b84db6bff3a077e15269df0ec10ea6257e2fa203720356b4
ab5cd617434e8d0e8ae25h961830113cba7308c2f1ff274f09247de8ed74cac4f
0df7e56610adad2ed5adfdfab07faedc08a61d9f944a5448aa62e071cffc28c4
095855¢f6c82ae662cce34294f0969ca8c9df266736105c0297d2913a9237dd1
8e4a4d202d57¢79dc0f40ae032f9d7b0ea7ce5024128a2aa227decc228e16113
95205b92d597489b33854e70d86f16d46201803a1a9cb5379c0d6b7c0784dbc7
70fac63465187ae5c2f057efc291bc34987dff46bec565a7e8f07f9899527224
8615cc8487833522ffd014c0f0661b3d1bed7a4ch51138b1eel172173002192be
b6e88396594070a92¢chf1¢c313858392b052703944162de64ce3ad494996bd177
583941cabela2e007f5f0e2e112054e44b18687894ac173d0e93e035cea25e83
e3bae2e2b757a76db92ab017328d1459b181f8d98e04b691h62ff65d1elbe280
60b3a42b96h98868cae2c8f87d6ed74a57a64b284917e8e0f6¢c248c691d51797
eb9e557fac3dd50cc46a544975235ebfce6b592e90437d967c9afba234a33f13
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16b62c9dc6060a19a5b64491b7242acelc707dbe531b843c854fccldc39febbe
5dd7813fa8aad22bd6c80811c8c7300f114a8e7897a2bd46343a06884d774914
3fa7eaad697cfcf71d0bd5aa9d2dbec495d7eac43bdfcfbef07a306635e4973b
a0c94205ca2ed1bcdf065c7aeb96a0c99f33495e7bbfd2ccha36daebd829a916
17225¢9e46f809556616d9e09d29fd7c13ca90d25ae21e00cc9ad7857ee66b82
d0ca6917c042e417da5996efa49afcabeh15f09e3b0b41chc94aab65a409e9de
d64afd9799d8de3f39a4ce99584fa67a615a667945532cfa3f702adbe27724c4
c4627a5525a7f39205412a915fd52b93d83ef0115ee1b2642705fe1a08320692
39f8288ef21f5d6135f8418a36b9045¢c9758c4e7ade4cabdaff4c1c6119f901a
42¢18766b5492¢c5f0eaa935cf88e57d12ffd30d6f3cc2e9e0a3cObdcdfad4ads
9610cbcd4561368h6612cad1693982¢43c8d81b0d52bb264c5f606f2478c1c58
4¢c1b5283f05322edfb0ef8h9d5cf75b62b558fcaefed921f1143765a3bd6248¢e
e6bc87e3e3d98a0a8db4fcd7cd5a9b89d4a7b125de450dfb8f387d2a9e09face
13c31dbbae53517a17f7e€6c99031480babe2bd8a07151dbb7f344ab620f3ac1l
calada6770b85771f98e5c02310449ab73231034cfa78b8861850368208c7698
abd6521990e88hd18bbcha063744efe0ccac23063bb340720cc3f610d9b1c770
77a49637bf4047959419¢41867437957619d03059b5d3f8d9af26e6ae2347db6
f4f36¢c78cbf9901f224ded27f42b390c83190c7clccdbee8hb66f596e62df02d0
48e37bb7elac185d314f262894014e1337a3¢c14455cd987dd83ac220bae87h3a
33ff6318a3e745420c884f35709f2799f2fe461a6a5bb5b1e3166b9ab2ff142f
04679defala4009bddab2a5d81be747b51a7f0f7aa5e7ebb937b40379a6a4690
a102626700691e57ece83a4ce24d995e57449508238eb5688954b78448he9172
1aBaeee97a31f2de076b8ea5c04471480aefd5d82¢c57eab280443c7¢c376f8d5¢
a0a3eeb6973f12fe61e6e90fe5fe8e406a8e00b31b1511a0dfe9a88109d0d129
cd60elc7d418a9c6ad4705d315f8ace2cdc3fd0528e71064dd80bbbd51bc2b76
74f3101e869cedb3fc6608baa21f91290bb3db41c4260efe86f9aeb727
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