] UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc lap - Tu do - Hanh phuc

S6:18  ISTTTT-BCVTCNTT Lai Chau, ngay ¢3 thang 0/ ndam 2023
VIv Tang cuong céng tac bao dam an toan
théng tin mang trong dip Tét Nguyén dan
Giap Thin 2024.

Kinh gui:
- Cac So, ban, nganh tinh;
- UBND céc huyén, thanh ph;
- Cac doanh nghiép Buu chinh, Vién thong.

Su ¢b mét an toan thong tin mang nghiém trong tai Viét Nam thuong dugc
ghi nhén tai thoi diém dién ra dip nghi 1€ cta dat nude. Qua cong tac theo doi,
giam sat, S& Thong tin va Truyén thong thay rang cac ddi twong thuong ting
cudng tdn cong mang vao cac hé thong thong tin quan trong hoic loi dung khong
gian mang dé phat tan thong tin xau doc, ltra ddo trong cac dip nay.

Nham nang cao canh giac va trach nhiém bao dam an toan thong tin mang
theo quy dinh ctia phap luat trong thoi gian dién ra dip nghi 18 Tét Nguyén dan
Giap Thin, S¢ Thong tin va Truyén thong kinh dé nghi cac co quan, t6 chitc, doanh
nghiép trién khai mot s6 bién phap dam bao an toan thong tin, nhu sau:

1. P6i voi cac Sé, ban, nganh, UBND céc huyén, thanh phé:

a) Ra soat cac hé thong thong tin, bao dam cac hé théng thong tin duoc trién
khai day du cac bién phap bao vé theo cip d6 an toan.

b) Phan cong luc luong tai chd trién khai truc giam sat 24/7; Chu dong theo
ddi thudng xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chdng ma doc tap trung dam bao xir Iy, khic phuc kip thoi tdn cong
mang, canh bao ma ddc dugc xac minh.

c) Ra soat, kiém tra va boc g0 cac phﬁn mém ddc hai cho toan bd may chu,
may tram trong hé thong mang. Trong d6, can uu tién cac hé thong tin c6 dia chi
IP nam trong Danh sach IP mang Botnet dugc Cuc An toan thong tin canh bao
hang thang hodc dot xuat.

d) Chi1 dong ra soat cac 16 hong, diém yéu trén cac hé thong thong tin thudc
pham vi quan 1y va trién khai cac giai phap phong ngira va khac phuc triét dé cac
16 héng, diém yéu da duoc Cuc An toan thong tin canh bao, dac biét nhu: 16 héng
anh hudng nghiém trong trong F5 BIG-IP (van ban sb 1943/CATTT-NCSC ngay
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01/11/2023 ctia Cuc An toan thong tin) va cac 16 hdng bao mat anh hudng mirc
cao va nghiém trong trong cac san pham Microsoft tir thang 8 dén thang 12 nim
2023 (van ban gui kem theo).

d) Sir dung va khai thac hiéu qua Nén tang Diéu phdi xtr 1y sy ¢d an toan
thong tin mang quéc gia (IRLab) va Nén tang Hb trg diéu tra s6 (DFLab) trong
cong tac diéu phdi va xtr Iy sy ¢d tan cong mang.

e) Bao dam duy tri két ndi lién tuc t6i hé théng k§ thuat cua Trung tim Giam
sat an toan khong gian mang qudc gia dé dugc hd trg giam sat, phat hién va canh
bao som, x1r 1y; kip thoi chia sé€ thong tin vé1 Cyuc An toan thong tin, S Thong tin
va Truyén thong khi phat hién ddu hiéu tin cong mang vao hé thong thong tin.

g) T6 chirc tuyén truyén, nang cao nhan thirc co ban k§ nang vé an toan théng
tin mang, canh giac vé thong tin x4u doc, tin gia va thong tin lira dao trén khong
gian mang cho can bg thudc co quan.

2. P6i véi cac doanh nghiép Buu chinh, vién thong:

a) Céac doanh nghiép cung tng dich vu buu chinh thuc hién dong bo giai
phap nham ting cudng cdng tac bao dam an toan, an ninh trong qua trinh cung
tng dich vu; ting cuong kKiém soat, ngan chan van chuyén hang lau, hang cim
qua duong buu chinh, kip thoi phdi hop véi cac co quan chirc ning dé xir 1y theo
quy dinh. T6 chiic ra soat, sap xép cac bo phan khoa hoc, hop 1y nham bam dam
Kip thoi Iuu thoat thu, goi, kién hang hoa, khong dé xay ra tinh trang that lac,
dong, mat mat gay phat sinh khiéu nai caa khach hang, phuc vu tt nhat nhu cau
ctia ngudi dan trudce, trong va sau Tét Nguyén dan.

b) Cac doanh nghiép vién thong trén dia ban tinh bao dam tuyét d6i an toan
mang ludi, théng tin lién lac thdng subt dap tng nhu cau thong tin lién lac cia cac
co quan nha nudc, t6 chic, doanh nghiép va ngudi dan trong dip Tét. Bao dam
hoat dong 6n dinh, lién tuc, an toan ha tang két ndi Internet, cac hé théng duong
truyén dir liéu, thong tin cua tinh két ndi véi Trung wong. Tang cudng trién khai
hoat dong bao dam an toan thdng tin mang d6i véi cac hé théng thong tin quan
trong; theo ddi, gidm sat, phét hién xur ly sém cac nguy co mat an toan théng tin
mang, dau hiéu tAn cong mang, kip thoi xir Iy cac van dé phat sinh. Cir can bo ky
thuat truc theo di, giam sat an toan thong tin lién tuc trong sudt ky nghi Tét.

¢) Bao dam b tri diy di ngudn nhén lic dé truc giam sat, ho trg va khic phuc

su cO0 bao dam ha tang vién thong, internet an toan, thong sudt.
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d) Trién khai ddy du cac bién phap bao vé, bao dam phat hién va ngin chin
kip thoi hoat dong tin cong mang, phat tan thong tin x4u doc, thong tin vi pham
phap luat trén hé thong thong tin, ha ting mang ludi thudc pham vi quan 1y.

d) Thuc hién nghiém va kip thoi cac bién phap xir Iy theo yéu cau ctua Bo
Thong tin va Truyén thong (Cuc An toan thong tin), S& Thong tin va Truyén thong
va co quan chirc ning c6 tham quyén.

3. Trong trudng hop can hd trg giam sat, xtr Iy, tng ctru s ¢d dé nghi lién hé
v6i Cuc An toan thong tin, B6 Thong tin va Truyén thong thong qua cac dau moi:

- Trung tdm Ung ctru khan cép khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic s6 dién thoai tryc dudng day néng tmg ctru su cb
086.9100.317, thu dién tr: ir@vncert.vn.

- Trung tdm Gidm sat an toan khong gian mang qudc gia (NCSC), dién thoai:
02432091616 hodc sb dién thoai truc duong day nong ho trg gidm sat, canh bao
som 0389942878, thu dién tu: ais@mic.gov.vn.

- SO Théng tin va Truyén thong, dién thoai: 02133798798, thu dién tir:
sotttt@laichau.gov.vn.

Tran trong./.
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Nguyén Minh Hiéu
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