~ UBND TINH LAI CHAU CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phuc

S62098 /STTTT-BCVTCNTT

Vv Cénh b4o 16 héng an toan thng tin anh
huong nghiém trong trong F5 BIG-IP.

Lai Chau, ngay 03 thdang 77 nam 2023

Kinh gui:
- Cac S¢, Ban, Nganh tinh;
- UBND céc huyén, thanh pho.

Qua cong tac giam sat an toan thong tin trén khong gian mang, Trung tam
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin, ghi
nhan ma khai thac cua 16 hong CVE-2023-46747 cho phép ddi tuong tan cong
vuot qua co ché xac thuc va lam dung tinh ning Traffic Management User
Interface (TMUI) nham thyc thi ma tir xa. L3 hong CVE-2023-46747 duoc danh
gia & mirc 46 Nghiém trong, viéc ra soat va nang cap phién ban hoic ap dung bién
phap khic phuc thay thé can duoc thuc hién ngay lap tuc.

(Théng tin chi tiét 16 hong bao mdt cé tai phu luc kém theo)

Nham dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va Truyén
thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat cac san pham F5 BIG-IP dang sir dung c6 kha ning bi
anh huong boi 16 hong trén. Thuc hién nang cép 1én phién ban méi nhat dé tranh
nguy co bi tin cong; trong truong hop chua thé nang cap can thyc hién 1am theo
huéng dan cta hang F5 (Tham khdo théong tin tai phu luc kém theo).

2. Tang cudng giam sat va san sang phuong an xu ly khi phat hién cé
dau hiéu bi khai thac, tan cong mang; dong thdi thuong xuyén theo ddi kénh canh
bao cua cic co quan chirc ning va cac to chirc uy tin vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét c6 thé lién hé dau méi hd trg ciia Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang qudc gia, dién thoai:
02432091616, thu dién tir: nscs@ais.gov.vn hodc Phong Buu chinh - Vién thong
- Cong ngh¢ thong tin, dién thoai: 02133798798.



mailto:nscs@ais.gov.vn

2

Trén day 1a canh bao 16 hong an toan thong tin anh hudéng nghiém trong trong

F5 BIG-IP, kinh @& nghi Quy co quan, don vi quan tAm thuc hién./.

Noi nhn: GIAM POC
- Nhu trén;

- Luu: VT, BCVTCNTT.
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, Phulye ,
THONG TIN VE CAC LO HONG BAO MAT
(Kém theo Céng van sé /STTTT-BCVTICNTT ngay / /2023

ciia 86 Thong tin va Truyén théng)

1. Thong tin cac 16 hong bao mat

- M ta: CVE-2023-46747 dugc danh gia ¢ mirc d6 Nghiém trong (Diém
CVSS: 9.8) 1a 156 hong méi nhét duoc cong bd sau ban va dic biét (hotfix) cua F5
va c6 lién quan chat ché ti 16 hong CVE-2022-26377. L héng méi xay ra do 15
Request Smuggling trong Apache JServ Protocol (AJP) duoc str dung boi cac thiét
bi ctia hang. Ddi twong tan cong co thé khai thac 16 hong nay dé vuot qua co ché
xéc thuc va lam dung tinh ning Traffic Management User Interface (TMUI) nham
thue thi ma tir xa. Thong tin k¥ thuat cua 16 hong da duoc mot sé nha nghién ctru
bao mat cong bd.

- Anh huéng: F5 BIG-IP (all modules) phién ban tir 13.1.0 dén 13.1.5, tir
14.1.0 dén 14.1.5, tir 15.1.0 dén 15.1.10, tlr 16.1.0 dén 16.1.4 va 17.1.0.

2. Huéng dan khic phuc

Bién phap tdt nhat dé khic phuc 16 hé)ng bao mat noi trén 1a cap nhat 1én
phién ban méi. Trong truong hop chua thé nang cap, Quy don vi can thuc hién
theo huéng dan cuia hiang F5 (https://my.f5.com/manage/s/article/K000137353).

3. Tai li€éu tham khao

https://my.f5.com/manage/s/article/K000137353
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